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Install Ubuntu 10.10 using VMware player

VMware player is a free application available from vmware.com. It allows you to try out multiple
operating systems on your computer. In order to run it you need the following minimum requirements:

1 GHz or faster processor (2GHz recommended)

1GB RAM minimum (2GB RAM recommended)

Enough memory to run the host operating system and the guest operating system
VMware Player requires approximately 150MB of disk space to install the application

Today we will be trying out Ubuntu 10.10 with VMware player. Ubuntu is a user friendly linux operating
system that is widely used by individuals and industry. More information about ubuntu can be found
here: www.ubuntu.com

If you have any questions during this install, please ask a mentor or instructor for assistance.

Start VMware Player by going to all programs, VMware, VMware Player. When the VMware
Player
console opens select "Create new Virtual Machine”.

= Welcome to VMware Player
cyberdefTest1

@ Backtrack 5 e Create a New Virtual Machine

.“ Create a new virtual machine, which will then be
@ Ubuntu (4) added to the top of your library.

Open a Virtual Machine
Open an existing virtual machine, which will then be
added to the top of your library.
- El

Download a Virtual Appliance

Download a virtual appliance from the marketplace.
You can then open itin YMware Player.

p: ~ H Ql p
\
\ View VMware Player's help contents.



http://www.ubuntu.com/

MNew Virtual Machine Wizard

=

Welcome to the New Virtual Machine Wizard

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
() Installer disc:

2 DVD RW Drive {D:)

@ Installer disc image file (iso):

2\Desktop\Cybercamp Images\CyberDefehdersViisa ~ | Browse... I

/¥y Could not detect which operating systemis in this disc image.
You wil need to specfy which operating system wil be installed.

() 1 will install the operating system later.
The virtual machine will be created with a blank hard disk.

< Back [ Next = l[ Cancel ]

L
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-We will be using a disc image for our installer. Click Installer disc image file, and browse to the
following location: C:\Users\Cybercamp\Desktop\Cybercamp Images\CyberDefendersV1.iso

-

g Y
New Virtual Machine Wizard [t

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

() Microsoft Windows

@l
() Movell NetWare

() Sun Solaris
() Other

X

Version i

Ubuntu hd

l < Back H Next = H Cancel ]

-We will be installing Ubuntu Linux, please make the following selections to reflect this.
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.

-
Mew Virtual Machine Wizard

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

CyberCamp|

Location:

C:\Users\CIS-48\Desktop \Vmware Machines and Images\Cyber(

[ <Back | [ Met> ][

Cancel |

-Here we will give our new Virtual Machine a name, in this case we will give our VM the name

CbaCary

E
New Virtual Machine Wizard

=

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you
add applications, files, and data to your virtual machine.

Maximum disk size (GB): 20,0 | :
Recommended size for Ubuntu: 20 GB

() Store virtual disk as a single file

(@) 5plit virtual disk inta multiple files;

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

[ <Back ]| mext»

J |

Cancel ]

-We will leave the default size of 20 GB for our VM's hard disk, and click "Split virtual disk into multiple
files." For most uses this selection will be fine and will shorten the length of our install time.
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New Virtual Machine Wizard

i

| -

Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing Ubuntu.

The virtual machine will be created with the following settings:

Name:
Location:

Version:

Hard Disk:
Memory:

CyberCamp

-~

CiUsers\CIS-48'\Desktop\Vmware Machines and Im‘

Workstation 6.5-7 x

Operating Syst... Ubuntu

20 GB, Split
512 MB

4

I

[ Customize Hardware...

[¥]power on this virtual machine after creation

[ <Back

J

Finich | [ Cancel

i
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-After clicking next, you will see a screen to review your hardware settings before completing the install.

Click "Customize Hardware" , and proceed to the following step.

| v
Device Summary Momary
Spedfy the amount of memory allocated to this viral
machire. The memory size must b= a multipe of 4 MB.
bt 1Mty 512MB arhire. Th e 3
# Processors 1
(2)New CODVD (... Using fle C:\Users\CIS-48'D... Memory for this virtual mechine: 2048 % MB
H Flcppy Auto cetect
@ netviork Adapter NAT Han
@USB Controlier Presant =
&) sound card Auto cetect ot 4
@ printer Present ac E Maximum recommended memory
Bpisply Auto cetect
@ - {Memory swappng may
5 o ocar beyond this size.)
S 7212 M8
512 M3 ]
256 M3 g E Recommendad memory
1B 512MB
“MB
J Guest OS recommerded minimum
M2
3 255 MB
18 M2
sM2
4M2
Add... Remove

ok ) [ cance ][ Heb

-Next we will increase the amount of Memory available to the Virtual Machine . This will make our

install faster and increase overall performance. There are two methods to accomplish this, you can
either click "2 GB" in the slide selector or enter 2048 (remember 1 GB = 1024 MB) inside the momory
dialog box. Click ok and we'll move on to the next step.



Whatcom

COMMUNITY COLLEGE

New Virtusl Machine Wizard —— =)

Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing Ubuntu.

The virtual machine will be created with the following settings:

Name: CyberCamp il
Location: C:\Users\CIS-48\Desktop\Vmware Machines and Im
Version: Workstation 6.5-7.x A
Operating Syst... Ubuntu 7

|
Hard Disk: 20 GB, Split H
Memory: 2048 MB -
4 | 1] r

L_gustnm'ze Hardware...
A

Power on this virtual machine after creation

| <gek | [ Finsh || cancel |

-Review your new settings and click Finish. This will reboot the Virtual Machine and begin the installer.

lve — boul th
Zhorcevesa —

Mer oSt =Ry Vj.
il = buotSthe s

g " Install Ubuntu as you weuld on a physical ber.
= g:d(lnd!fk\:vm:aeen ‘When you are cone and the operating system boots KFllimedlrstﬂlg] [
st up, dick IFnished Instaling.

FOEECTET)  vmware

-After reboot, you will be greeted with a boot splash screen. Press an arrow key to stop the boot splash
screen's timer and take some time to read and review these options. If you have questions about what

a specific option does please ask your mentor or an instructor. Using the arrow keys, and enter to
select, choose the "install - start the installer directly” option.



Ubuntu 10.16

azle:i(m!he

done and the

you would on 2 ph . Whan you are
ek 1 Frished Instalng, | LFnshed Instalrg| |

To droct rput 1o hi vitual macting. prses QUG FROELTT) vmware

-Ubuntu will start the Ubiquity application, and
begin the installation process.

Install

Welcome

Cesting
Cymraeg

Esperanto
Euskara
Frangais
Gaellge
Galego
uuuuu vi

pock|[ Forward |

Cickin 1% L you nculdon 3 = o PON you e dore and the
- , cick T Frished Instaling. 1rniredlrasing | | Hep

EPELETD  vmvare

-Choose the default laguage for this installation.
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Install

Preparing to install WCC

For best results, please ensure that this computer:

@ hasatleast2.3GB available drive space
@ isplugged into a power source

@) isconnected to the Internet

WCC uses third-party software to display Flash, MP3 and other media,
and to work with some wireless hardware, Some of this software is

losed . The software is he terms included with
the software's documentation.

L] nstall this third-party software
Fluendo MP3 plugin indudes MPEG Layer-3 audio decoding technology liconsed

from Fraunhofer IS and Thomson.
qQuit Back [ Forwara | |8

PR |
5y Oickin fe virtual soeen | Instal Lbuntu a6 you sculd on & physical computer. Wihen you are done and the —|
= Gk L Frashed Ingtalng. (Lo rtalig | |1t oo |

To drect gt to s sl rachine.ress O+G FRELCETE  vwvare

-Ubuntu will check for some requirements. For
this installation we do not need to install any
third party drivers or install any update. Click
Forward.

qut | mack |[ Forward

Gdinte tnstal L cut cnpter vhen e duce andthe  (Troa) e —)
- kL Frished Instalng. (Lruched iretadrg fich

To drect gt fo tis vitusl machine. mess O+G FOELCTETS  vnvware

-Click "Erase and use entire disk". Click Forward.



Install

Allocate drive space

Select drive: SCSI3 (0,0,0) (sda) - 21.5 GB VMware, VMware Virtuals v

The entire disk will be used:

3
wcc
Jdev/sda (extd)

21.5GB

Install
Keyboard layout

Choose your keyboard layout:

Tajikistan
Tanzania
Thailand
Turkey
Turkmenistan

Ukraine

United Kingdom
Uzbekistan
Vietnam
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USA - Alternative incernational (f
USA-Cherokee

USA - Classic Dvorak

USA - Colemak

USA - Dvorak

USA - Dvorak international
USA-Group teggle on multiply/c
USA -International (ARGr dead k
USA -International (with dead ke

[rys " your keyboar
F‘mno)tmrdlnwtl

useentire partition | | useentirenisk |

| mack [ stalivow ]

SMn the vriusl saeen | Instal Lbuntu as you would on & physical computer. Yhen you are dore and e
o o

Ta cvoct rput 1o 1hia .l niaching, prasa (<G
cperating ck 1 Anshed Instabing.

To demct mput 1o this witusl machine. grses GG

ERELTT vmware

-Verify the disk location and click Install Now.

Install

Install

» Copying Files...
—

ILosAngllu t

When yeu e dore and i

aperateg ystem boots up, ik | Fged Instabng,

 Oikin
= 0 3erd keystrokes

"o drct row to this wituel mechie, press QrteG

-Choose you correct timezone. -Ubuntu will now copy and install it's files.
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Installation Complete

Installation is complete. You need to restart
the computer in order to use the new
installation.

|
Clickin the virtuel soeen | Instal Ubuntu 25 you would on 2 physical computer. When you are done 2nd the % = —
52 ) send keystrokes aperating system boats up, dick T Frished Tstaling, :l Fiished Istaliog | | Hep |

To drect input to this viual machine. press Ci=G. =e=RoiE Tl vmware

-Once ubuntu has completed it's installation successfully you will be prompted to restart. Click Restart Now and
observe Ubuntu's behavior during the shutdown process.

Ubuntu 10.10

* AAll processes ended within 2 seco

nds. ... [ OK 1
Deconf iguring network interfaces... [ 0K 1
Deactivating suap... [ 0K 1
Stopping remaining crypto disks... [ 0K 1

casper is resyncing snapshots and caching reboot files...

To direct input to this vitual machine, press Cir+G. =@I=kcs ) vmware

-At this screen, press Enter. The installer disc will automatically unmount and the system will reboot.



W MThulan26, 433PM |2 7" Ueybercamp:

———

4:{ Computer Janitor
L pisk Utility

J&3 Language support
E_ Log File Viewer

(& Loginscreen

[Z3 Network Tools

{&) Printing

’ Remastersys

% startup Disk Creator

Help and Support
About GNOME
About Ubuntu

@ Synaptic Package Manager
—‘. [EZ system Monitor

iLd system Testing

%] Time and Date

-From the Main Menu, select System, Administration and then Users and Groups
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Megm =M™ Mmuan2e, 433PM 2

o

Users Settings

CyberCamp

cybercamp

Account type: Custom

Password: Asked on login

UM ThuJan26, 433PM 2]

i Users Settings

CyberCamp

cybercamp

Authenticate
You need to authenticate to
modify the system configuration

Anapplication is attempting to perform an
action that requires privileges. Authentication
is required to perform this action.

Password: [sessesse |

P Details

| cancet || Authenticate | |

-Enter the CyberCamp user password and then click Authenticate.



CyberCamp - che
cybercamp Create New User = L

Create a new user

Name: [userAB J

Username: [userab Pll

. Username must consist of:
> la_wel case letters from the English alphabet

> dlgts
> anyof the characters ".", "-"and "_"

|| Encrypt home Folder to protect sensitive data

’
(" Users Settings 5 |
CyberCamp

cybercamp

Change User Password

userAB changing user password for:

userAB
userab

‘») Set password by hand

New password: [-»---

Confirmation:  [ssereeed]

) Generate random password

Passwordsetto: |

1 Don't ask for password on login

AISISECTo T vmware

-Choose a new password for your account and click OK.

Whatcom

COMMUNITY COLLEGE



Whatcom

COMMUNITY COLLEGE

Users Settings

CyberCamp

cybercamp

userAB
userab Account type: Desktop user

Password: Asked on login

Lock Screen

Guest Session
Switch From cybercamp...

Log OL...
Suspend
Hibernate

Shut Down...

-Click the button in the top right corner of your desktop and select the Restart option. When the system restarts, log in
with your new account.

17
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Congratulations you have just installed Ubuntu Linux.

Partial support for this work was provided by the National Science Foundation's Advanced Technological
Education (ATE) program under Award No. 1104192. Any opinions, findings, and conclusions or recommendations
expressed in this material are those of the author(s) and do not necessarily reflect the views of the National
Science Foundation.
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Set up asimple network

In this activity, each group will connect their machines together and then establish connectivity.
Components needed:
[] Cables: to connect a pc to a switch, you need a straight through cat 5 cable.
71 Switch
1 Pes

[1 Ip addresses : we will use private ip addresses.

1. Use the cable provided to connect your pc to the switch. One end of the cable should go to your pc and
the other end into a port on the switch:

10 2% B T Camsiyst 24 e

5 5% B ¥
LIRS R N T S I L B - LR | | B N - B - T

2. After you connect the cable, the light for your port on the switch should turn green.
3. Now we have to configure the ip address for our computer.

4. Click on the windows 7 start button (located in the lower left hand corner) and select control panel.
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v H |Search Control Panel

Adjust your computer's settings

System and Security
Review your computer's status
Back up your computer

Find and fix problems

Network and Internet
View network status and tasks
Choose homegroup and sharing options-

Hardware and Sound
View devices and printers
Add a device

Programs

Uninstall a program

|5Y « Networkand Internet » Network and Sharing Center
Y Y 'aYg a Y ‘

Alld
CSntrol Pansl Home

6. Select

Change adapter settings

8

View your basic network information and set up connections

- @

Set up a wirzless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access

Connect or reconnect to a wireless, wired, dial-up, er VPN network connection.

Access files and printers located on other network computers, or change shering settings.

View by: Category ¥

User Accounts and Family Safety
@' Add or remove user accounts
@ Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Ease of Access

Let Windows suggest settings
Optimize visual display

See full mep

Intemet

Connect or disconnect

Intemet

Available to join

Accesstype:
HomeGroup:

Connections: @ Locel Ares Connection

blesheoting inf.

?,;:i:; advanced sharing CS-PCOEEK
(This computer]
View your active networks
Network
§» Home network
Change your networking settings
't. Set up a new connection or network
-
point.
s- Connect to a network
See also - g .
oose homegroup and sharing options
Akemoi NetSession Interface 4 Gt R
Control Panel
HomeGroup @ Troubleshoot problems
Internet Options Diagnosz and repair k prob!
Windows Firewall
Windows Mobile Device Center

, or get tr g

7. Click on local area network and the properties box should be displayed:
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’ (illel | )
P RS ... - N e — -
@@{@ » Control Panel » Network and Internet » Network Connections » v [#9 | | Search Network Connections pel r
= N— —— —— — = T = ol
Organize v Disable this network device Diagnose this connection Rename this connection ~ »> ;i]:: > [
- | Bluetooth Network Connection "~ | Local Area Connection : E VMware Network Adapter VMnetl
Neot connected _ Network — Disabled
X 9 Bluetooth Device (Personal Area ... ﬁg Intel(R) 82566DC-2 Gigabit Netwo... VMware Virtual Ethernet Adapter ...
:. VMware Network Adapter VMnet8
s> _ Disabled

VMware Virtual Ethernet Adapter ...

Internet
No network access
Enabled
8days 02:01:13
100.0 Mbps

']
Sent — ;g' —  Received
4

Bytes: 222,572,688 | 5,879,778,81%

FPropertes | [ GDsable | [ Diagnose |

Click on properties, select Internet Protocol Version 4, and click on properties again.:
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Networking

Connect using:
' 15? Intel(R) 82566DC-2 Gigabit Network Connection

Configure...

This connection uses the following items:

% Client for Microsoft Metworks
QVMware Bridge Protocol
221305 Packet Scheduler
=] file and Printer Sharing for Microsoft Networks
-4 Intemet Protocol Version 6 (TCP/IPvE)
B icmet Prolocol Version 4 (TCP/IPvé) |
¥ . link-Layer Topelogy Discovery Mapper /0 Driver
¥ 2. Link-Layer Tepology Discovery Responder

Deseription
Transmission Control Protocal/Intemet Protocol. The default

wide area network protocal that provides communication
across diverse interconnected networks.

oK | [ Cancel

Notice how your computer is receiving its ip address. We need to change this so that you can manually assign
an ip address.

-
General | Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
() Use the following IP address:

IP address:

Subnet mask:

Default aateway:

@) Obtain DNS server address automatically
() Use the following DNS server addresses:
Preferred DNS server!

Alternate Di

| validate settings upon exit
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Click on "Use the following ip address" and enter the ip address, subnet mask, and default gateway for your
pc (check the whiteboard for your assignment). For this lab we will be leaving the dns server setting blank.

Here is an example

g

Iy
Internet Protocol Version 4 (TCP/IPv4) Properties ? | P - |
- General
1 You can get IP settings assigned automatically if your network supports

this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

) Obtain an [P address automatically

@) Use the following IP address:

IP address: 192 .168 .. 1 .25
Subnet mask: 255 .255.255. 0
Default gateway: 192 .168 . 1 . 1

Obtain DNS server address automatically
@) Use the following DNS server addresses:

Preferred DNS server:

=TT

Alternate DNS server:

" [] validate settings upon exit R I

[ oK l [ Cancel ‘

i

b

When everyone in your group has completed their setup, we will test to make sure we have connectivity to all
machines by using the ping command. A few things to note: Windows firewall by default will not respond to
pings. If you have difficulty the most likely reason is windows firewall or other security applications not
responding to your ping. Other things to check: wrong cable, port on switch not lit up, wrong ip address.

Open up a command line and ping your fellow students machines. Here is how to do that:

1. Go to the windows start button, all programs, accessories, command prompt.
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| Accessornes
a Bluetooth File Transfer
l:l Calculator
E¥ Command Prompt [
@3 Connect to a Network Project

B8 Connect to a Projector #  Runas administrator

=1 Getting Started Open file location

é Math Input Panel 7-Zip b
| Notepad Hex Edit with Hex Workshop v6

@ Fant @ WinZip -
% pEmae Desriopi onaesion Z-  Scan with ZoneAlarm Anti-virus

13 Run

C‘ﬁ Snipping Tool
L Sound Recorder

Pin to Taskbar
Pin to Start Menu

Sticky Notes Restore previous versions
@ Sync Center
9 Windows Explorer Send to ¥
=) WordPad T
. Easze of Access -
|i System Tools opy
1 Back Delete
Rename
I Search programs and files i
Properties

3. Click on Run as an administrator and the command line box should open. At the command line, type the
following:

ping 192.168.1.YOUR NEIGHBORS ADDRESS.

For instance, your ip address is 192.168.1.2. Your neighbors ip address is 192.168.1.3. At the command
prompt, type

ping 192.168.1.3
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C:“\WindowsNsystem3d22>ping 192.168.1.3

Pinging 192.168.1.3 with 32 bytes of data:c

I 122.168.1.3: bytes=32 time=8ms TIL=128
192.168.1.3: bytes=32 time=4dms TIL=128
192.168.1.3: bhytes=32 time=2m= TIL=128
192.168.1.3: bytes=32 time=4ms TIL=128

IPing statistics for 192.168.1.3:

Packets: Sent = 4, Received = 4, Lost = B {(Bx loss)>.
Approximate round trip times in milli-—seconds:

Minimum = 2ms, Maximum = 8ms,. Average = 4ms

C:sWindows™system32>

You should receive a reply from your neighbor. If you do not receive a reply, then you must
troubleshoot using the ideas mentioned above. Ping all of your neighbors to ensure you have
connectivity

throughout your network.

Partial support for this work was provided by the National Science Foundation's Advanced Technological
Education (ATE) program under Award No. 1104192. Any opinions, findings, and conclusions or recommendations
expressed in this material are those of the author(s) and do not necessarily reflect the views of the National
Science Foundation.
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NETSTATLAB

In this lab you will learn to use the command line utility Netstat to identify open ports on a computer. You will also learn
how to identify what applications are using those ports.

The Internet Assigned Numbers Authority (IANA) is responsible for assigning port numbers to applications. Services can
use either Transmission Control Protocol (TCP) or User Datagram Protocol (UDP). There are times when both TCP
and

UDP might use the same port number.

There are three types of port numbers:

o« Wellknown ports (numbers 0 through 1023)
o Registered ports (numbers 1024 through 49151)
Dynamic or private ports (numbers 49152 through 65535)

Some examples of ports, the application that uses them, and the protocol used:

WELLKNOWNPORTS

Port Application Protocol
20 File Transfer Protocol (FTP) Data TCP

2 File Transfer Protocol (FTP) Control TCP

5 Simple Mail Transfer Protocol (SMTP) TCP

a Hypertext Transfer Protocol (HTTP) TCP

43 Secure Hypertext Transfer Protocol(HTTPS) TCP
REGISTEREDPORTS

Port Application Protocol
1863 MSN Messenger TCP
5004 Real-Time Transport Protocol LoP
8008 Alternate HTTP TP
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8080 Alternate HTTP TCP

Dynamic or private ports are usually assigned dynamically to client applications when a connection is initiated.

GETTING STARTED:

To access the command line, click on the start button in the lower left. Then type "cmd" into the Search programs and
files box and hit enter.

(3% Snipping Tool

x !['z!) Paint

|

W2 Microsoft Office Word 2007

I% Magnifier

ey

J MNotepad L

S J

n .. ,
G Microsoft Office 2010

» Al Programs
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- See more results

| emd] % | | Shutdown | »

C:xUseprs>

The Netstat utility has a number of options that can be set to modify the output you get. In the command line type
"netstat ?" and hit enter. This will bring up a list of the options and what they are used for. Please note that more than
one option can be used in one netstat command.
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MEIES

C=x\Users>netstat 7

Observing the results of the "netstat ?" command, fill out the following table:

OPTION DESCRIPTION

Displays addresses and port numbers in numerical form

Displays the routing table.

Displays all connections and listening ports.

Displays Ethernet statistics every 10 seconds. Pressing CTRL+C will end
this.

Displays Fully Qualified Domain Names (FQDN) for foreign addresses.

In this exercise, we will use two controls:
[ ]

e @ displays all connections and listening ports
n displays addresses and port numbers in numerical form
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Type in the command "netstat -an" and hit enter. You will get a readout similar to the following:

configuration information once.

C:\Users>netstat —an
Active Connections

State

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
TIME_WAIT

Address
:135
:445
:554
2869
:5357
16243
49152
49153
49154
49155
49158
49164
.1:535%7

o
=
o
]
]
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BNs 5 1 % % 83 % % % %@
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R
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I
DO E®EI
TR I R TEI R TETRI TR TRT
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This is a sample of the UDP output from the same command:

@
e B
NN

782
782
782

588
a4
aas

2181
2479
2613
:1788
:55841
:58824
59737
68548
1:61668
127.8.8.1:61777
127.8.8.1:62129

=J
=
b

-8
-8
-8
-8
-8
-8
-8
-8
-8
-8
-8
-8
-8
27
27
27
27
l?

SHHHHSS@@@S@@@SS@@
HHHHHU‘&&SMM&MMMMMM
[4g)
[4g]

[y
o
~J

ok ok ok ok ok ok ok ok ok ok ok %k ok ok % X % % % X
ROk ok ok ok ok ook ok ok ok ok ok ok ok ok ok X K ok % X

As can be seen the UDP protocols don't have a state listed, but they are open.

The Proto column tells what protocol is being used, be it TCP or UDP.
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The Local Address column lists what address is being used to listen with and what port number is separated by a colon.
An address of 0.0.0.0 means it is listening on all available addresses. The address 127.0.0.1 means it is listening on
the

loopback address. An address like 192.168.1.1 would mean that it is listening on the computer's IP address.

The Foreign Address column lists the address it is listening to and the port from that address separated by a colon. A
result of 0.0.0.0:0 means that it isn't connected to anything but waiting to listen to something. 127.0.0.1 is again a
loopback address. A different IP address would indicate the address of the other computer/server that the session has
been established with.

This covers the entries that have address:port format of x.x.x.x:x. These are using IPv4 addresses. Later in the output
from the netstat command there will be addresses in the form of [:]] and [::1]. These represent the same entries as the
earlier ones but in IPv6 form instead of IPv4.

The State column has a number of different possibilities. Listening means that the port is open and ready to accept a
connection. Established means that a session is in progress. Time_wait is the state where a session has been actively
closed. There are others, but these are the primary ones that will be seen.

With your results from the netstat command in front of you, open up a web browser and use www.google.com to find
out what some of the ports in the list are for. Fill in the following table with the information you gather. Pick at least four
TCP and four UDP.
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PROTOCOL LOCAL ADDRESS PORT  WHATUSES THEPORT FOREIGNADDRESS  STATUS

Partial support for this work was provided by the National Science Foundation's Advanced Technological Education (ATE)
program under Award No. 1104192. Any opinions, findings, and conclusions or recommendations expressed in this material are

these-etthe-adther(syand-de-netnecessarily reflect the views of the National Science Foundation.




1.1 Starting the terminal

To open the Linux Terminal click on the toolbar shortcut or click Applications -> Accessories -> Terminal.

A Linux Terminal should open. thatcom

COMMUNITY COLLEGE

FriFeb10,1203PM [/

3 . > i E.Lm.m
& Craphics | (3] character Map

(a) Internet | &) Disk Usage Analyzer
%4 office | & ManagePrint Jobs
ik other ‘ € search for Files...
[y Sound & Video | 2] Take Screenshot

ubuntuSoftware Center |
|7 Texteditor

| TomboyNotes

l@(
1.2 Listing Fles and Directories

When you first login, your current working directory is your home directory.

To find out what is in your home directory, type: #Is

cybercamp@ubu

File™ EC y
cybercamp@ubunt: s

Desktop Downloads linuxlab Pictures Tesplates
Documents examples.desktop Music Public Videos
cybercamp@ubuntu:~$ |

The Is command ( lowercase L and lowercase S ) lists the contents of your current working directory.

Is does nat, in fact, cause all the files in your home directory to be listed, but only those ones whose hame does not
begin with a dot (.) Files beginning with a dot (.) are known as hidden files and usually contain important program
configuration information. They are hidden because you should not change them unless you are very familiar with
Linux!!

To list all files in your home directory including those whose names begin with a period, type: #1s -a
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cybercamp@ubuntu: ~

cybercamp@ubuntu:~$ s -a

. Downloads .ICEauthority .pulse-cookie

. .esd auth .icons .recently-used.xbel

.bash history examples.desktop Linuxlab .sudo_as adwin successful

.bash_logout fontconfig .local Templates

.bashrc aconf .mozilla .themes

.cache gconfd Music Videos

.config .gksu.lock nautilus .xsession-errors
gnome2 Pictures .xsession-errors.old
.gnome2_private .profile
.gtk-bookmarks Public

Documents vfs .pulse

g
cybercamp@ubuntu:~S fi

As you can see, Is -a lists files that are normally hidden.

Is is an example of a command which can take options: -a is an example of an option. The options change the behaviour
of the command.

1.3 Making Directories

We will now make a subdirectory in your home directory to hold the files you will be creating and using in the course of
this lab clear. To make a subdirectory called linuxlab in your current working directory type: # mkdir linuxlab

cybercamp@ubuntu: ~

cybercamp@ubuntu:~$ mkdir linuxlab

cybercamp@ubuntu:~$ 1s

Desktop Downloads linuxlab Pictures Templates
Documents examples.desktop Music Public Videos
cybercamp@ubuntu:~$

&=
To see the directory you have just created, type: # s

1.4 Changing into a different directory




Whatcom

COMMUNITY COLLEGE

The command cd directory means change the current working directory to 'directory’. The current working directory
may be thought of as the directory you are in, i.e. your current position in the file-system tree. To change to the
directory you have just made, type: # cd linuxlab

Type Is to see the contents (it should be empty).

cybercamp@ubuntu: ~/linuxlab

cybercamp@ubuntu:-$ cd Linuxlab
cybercamp@ubuntu:~/linuxlabs Ls
cybercamp@ubuntu:~/linuxlabs

cybercamp@ubuntu: ~/linuxlab

cybe rcamp@ubuntu:-/linuxlab$ mkdir cyber
cybe rcamp@ubuntu:~/linuxlab$ mkdir camp
cybe rcamp@ubuntu:~/1inuxlabs 1s

camp cyber

cybe rcamp@ubuntu:~/1inuxlab$

@ [ obercamp@ubuntus:~... | N

1.5 Understanding the working directory

Pathnames enable you to work out where you are in relation to the whole file-system. For example, to find out the
absolute pathname of your home-directory, type cd to get back to your home-directory and then type: # pwd
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M FriFeb10,12:08PM - 2 f

cybercamp@ubuntu: ~

cybercamp@ubuntu:~/linuxlab$ cd
cybercamp@ubuntu:~S pwd
/home/cybercamp
cybercamp@ubuntu:~$ ||

1.6 Learning about pathnames

To list the contents of the directory linuxlab, type: #Is linuxlab

Now type: #Is cyber

cybercamp@ubuntu: ~
Hile Edit View  3Searc n
cybercamp@ubuntu:-5 1s cyber
1s: cannot access cyber: No such file or directory
cybercamp@ubuntu:-s [

) [B oybercamp@ubuntu:~

You should receive an error message.

The reason for this error message is because cyber is not in your current working directory. To use a command on a file
(or directory) not in the current working directory (the directory you are currently in), you must either cd to the correct
directory, or specify its full pathname. To list the contents of your linuxlab directory, you must type: # s linuxlab/cyber
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cybercamp@ubuntu: ~

cybercanp@ubunfu:-_s ls linuxlab/cyber.
cybercamp@ubuntu:~$ }

&
1.7 The Home Directory

Home directories can also be referred to by the tilde ~ character. It can be used to specify paths starting at your home
directory. So typing: # Is ~/linuxlab will list the contents of your linuxlab directory, no matter where you currently are in
the file system.

U M FriFeb 10, 12:11PM iy 8 cybercamp 3
B - —
cybercamp@ubuntu: ~
yl;)ercailp@ubu;\th:-s ts ~/linuxl§h. -
camp cyber
cybercamp@ubuntu:~$

What do you think# Is ~would list?
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2.1 Copying Fles
What we are going to do now, is to take a file stored in a different portion of the file system, and use the cp command to
copy it to your linuxlab directory.

First, cd to your linuxlab directory.
Type:#cd ~linuxiab

Then at the Linux prompt, type: cp /etc/hosts hosts.txt

The above command means copy the file hosts to the current directory, with the new name hosts.txt. Type: # IS5

To verify that the copy of the /etc/hosts file was made.

é?‘“""“ ces A.,k

cybercamp@ubuntu: ~/linuxlab

rie RUIL VI yedii <4 dl a
cybercamp@ubuntu:~s cd ~/Llinuxlab
cybercamp@ubuntu:~/linuxlab$ cp /etc/hosts hosts.txt
cybercamp@ubuntu:~/linuxlab$ 1s
camp cyber hosts.txt
cybercamp@ubuntu:—/1inuxlabs f§

|2 | B cybercamp@ubuntu: ~... V—‘\ &

2.2 Moving Fles

To move a file from one place to another, use the mv command. This has the effect of moving rather than copying the
file, so you end up with only one file rather than two. It can also be used to rename a file, by moving the file to the same
directory, but giving it a different name.

We are now going to move the file hosts.txt to your camp directory. First, change directories to your linuxlab directory
(if you are not currently there). Then, inside the linuxlab directory,

type: #mv hosts.txt camp/

Now type: #1s; Then type: #1s camp

This is to verify that the file was moved into the camp directory.
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cybercamp@ubuntu: ~/linuxlab

cybercamp@ubuntu:~/linuxiabS mv hosts.txt camp/
cybercampGubuntu:—/linuxlabs 1s

camp cyber

cybercamp@ubuntu:-/linuxlabs 1s camp

hosts. txt

cybercanp@ubuntu:~/Llinuxiabs [

& B operamp@ubn-...

23 Removing Fles

To delete (remove) a file, use the rm command. As an example, we are going to create a copy of the hosts.txt file then
delete it. Inside your linuxlab directory, type these commands: # cp camp/hosts.ixt deleteme.txt ; #Is ; #rm
deletlemendt;#ls o

cybercamp@ubuntu: ~/linuxlab
cybercamp@ubuntu:~/1linuxlab$ cp camp/hosts.txt deleteme.txt
cybercamp@ubuntu:~/1inuxlab$ 1s
camp cyber deleteme.txt

cybercamp@ubuntu:-/linuxlab$ rm deleteme. txt
cybercamp@ubuntu:-/1inuxlabs 1s

camp cyber

cybercamp@ubuntu:~/1inuxlab$

You can use the rmdir command to remove a directory (make sure it is empty first). Try to remove the camp directory.
You will not be able to since linux will not let you remove a non-empty directory. Now type: # rmdir camp ; # rmdir

Ooyoer.
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cybercamp@ubuntu:—/linuxlabs rmdir camp

rmdir: failed to remove ‘camp': Directory not empty
cybercamp@ubuntu:~/linuxlabs rmdir cyber
cybercamp@ubuntu:~/linuxlabs Ls

camp

cybercamp@ubuntu:~/linuxlabs [

AT
Were you able to remove the directory cyber without any error messages?

24 Displaying File Contents

The command cat can be used to display the contents of a file on the screen. Trying displaying the contents of the file
hosts.txt by typing:

#cat ~linuxiabicamphosts.txt

cybercamp@ubuntu: ~/linuxlab

cybercamp@ubuntu:~/linuxlab$ cat ~/linuxlab/camp/hosts.txt
127.0.0.1 ubuntu localhost.localdomain  localhost
i ¢ ubuntu localhost6.localdomainé localhostt
127.6.1.1 ubuntu

The following lines are desirable for IPv6 capable hosts
localhost ip6-localhost ip6-loopback
::0 1p6-localnet
::0 ip6-mcastprefix
::1 ip6-allnodes
::2 ip6-allrouters
::3 ip6-allhosts

cybercamp@ubuntu:-/Linuxlabs [
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3.0 Challenge Activity [OPTIONAL]

Using the commands discussed in this lab, navigate and explore the linux filesystem.
To change direcotory to the root folder, type: # cd /

Then view the contents with Is. Type: #ls

Displayed on the screen should be the linux file-system mount points.

Explore the contents here using cd, pwd, Is, and cat.

4.0 Independant Linux Research Resources: [ADDITIONAL INFOJ

An Introduction to the Linux Command Shell for Beginners
|---http://ivic.gedris.org/Manual-Shellintro/1.2/Shellintro. pdf

A-Z Index of the Bash command line for Linux
|[---http://ss64.com/bash/

The Linux Documentation Project

|---http://tidp.org/index.html

YoLinux - Unix for DOS Users Comparison Table
[---http:/Aww.yolinux.com/TUTORIALS/unix_for_dos_users.html
DistroWatch.com - Distribution and Package Monitoring

[---http://distrowatch.com/

Partial support for this work was provided by the National Science Foundation's Advanced Technological Education
(ATE) program under Award No. 1104192. Any opinions, findings, and conclusions or recommendations expressed in this
material are those of the author(s) and do not necessarily reflect the views of the National Science Foundation.
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About process explorer:

Process Explorer is an advanced process management utility that picks up where Task Manager leaves off. It will show
you detailed information about a process including its icon, command line, fullimage path, memory statistics, user
account, security attributes, and more. When you zoom in on a particular process you can list the DLLs it has loaded or
the operating system resource handles it has open. A search capability enables you to track down a process that has
a resource opened, such as a file, directory or Registry key, or to view the list of processes that have a DLL loaded. The
Process Explorer display consists of two sub-windows. The top always shows a list of the currently active processes,
including the names of their owning accounts, whereas the information displayed in the bottom window, which you
can close, depends on the mode that. Process Explorer is in: if it is in handle mode you will see the handles that the
process selected in the top window has opened; if Process Explorer is in DLL mode you will see the DLLs and
memory-mapped files that the process has loaded.

Lab Scenario:

You are a computer forensics worker who has come in to analyze the same backdoor you found last week in the
Windows 2000 machine. The company wants to know more about what infected the computer, simply killing the
process is not your job. You have made a snapshot of the Windows 2000 computer and have taken it to the lab to
analyze. You need to write a report about what you have found. Luckily you have some steps listed below.

1. Open VMWARE Player.
2. Click 'Open existing VM or Team'

3. Go to C:\Users\Cybercamp\Desktop\CyberCamp Images\Breakin-lab and select the Windows 2000 Server VMX
file.

4. There is no password, just press enter at the login screen.
5. Open process explorer

6. Open task manager and go to the process tab
7. Compare task manager and process explorer output.

8. What is different and which program would you prefer?

Dl e

= B8 CMD.EXE 1584 268 K 868 K Windows MT Command Proc...
BACKDOOR.exe 2.204 K

(e P W IR a1 P B el e e T

9. Locate the BACKDOOR on process explorer

10. What kind of file is BACKDOOR?

11. What parent program is BACKDOOR running under?
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FIEEEEEFERcCE 0 W W -}

12. Click the binoculars at the top of process explorer.

13. Search for BACKDOOR.exe

14. How many DLL substrings show?

15. Right click BACKDOOR and select properties
16. Select the Image tab
17. When was this program started? Can you correlate any similarities between when the program started?

18. What is the BACKDOOR PID number?

I

il il BACKDODOR.exe:1544 Properties -IDIEJ
TCP/IP I Security | Environment I Strings I
Image Petformance | Performance Graph I Threads |

PID: The PID is the process identifier---the number that identifies the order in which processes are spawned from the Windows
kernel, with one being the primary process and higher numbers being the latest or more recent processes.

About theimagetab:

This page shows version information extracted from the process' image file, the full path of the image file and the
command-line that launched the process. It also shows the current directory of the process, the user account in which

the process is running, the name of the process' parent process, and the time at which the process started execution

19. Now select the Performance Graph tab.

20. How much of the CPU is used by BACKDOOR?
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T

H E BACKDOOR.exe:1544 Properties =) IDIﬂ

‘

i TCR/IP | Security | Environment | Strings i

i Image Performance | Performance Graph | Threads .

i

i —CPU —Ifo =
Priority 8 L2 Priority nfa 1
Kernel Time 0:00:00.015 Reads 3 1
User Time 0:00:00.015 Read Delta 1] ;
Total Time 0:00:00.031 Read Bytes Delta 0 I
Conkext 0 \Writes ] P

About the Performance Graph:

A history of a process' CPU usage and its private bytes allocation shows as in Task Manager like graphs on this
page

21. Now select the TCP/IP tab

22. What is the protocol the program is using?

23. What port is the program listening on?

ls BACKDDOR.exe:1544 Properties = | Dlil
Imane | Performance | Performance Graph | Threads
TCR{IP | Security | Envirorment | Strings

¥ Resolve addesses

| Prato... | Local Address | Hemote Address | State |

About the TCPAPtab:
Any active TCP and UDP endpoints owned by the process are shown on this page.

24. Select the Security Tab
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W BACKDOOR .exe: 1544 Properties : - |D|i|
Image | Performance | Performance Graph | Threads
TCR/TP security | Erwionment | Strings |

User: CAPRICAYAdministrator
SIC: 5-1-5-21-602162358-1647877149-839522115-500
Session: 0

25. What user is the program running under?

26. Would it be more harmful for the program to have access to the administrator account? Why?

27. Make note of the Logon SID of the current user.

28. Click on different users in the Group table, notice how the Group SID changes.

29. Select user EVERYONE

Group | Flags |A
Logon 51D [5-1-5-5-0-105547) tandataory
Evenone b andatony
LOCAL tandatory
MT AUTHORITY \&uthenticated Users Mandatory |
CAPRICAA\None b andatory
BUILTIM&dministrators Owirer L]

Group 5I1D:  5-1-1-0

30. What permissions does user EVERYONE have?
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SID: The SID (Security Identifier) is a unique ID number that a computer or domain controller uses to identify you.

31. Exit the properties window.

32. Right click BACKDOOR.exe and notice the kill process, and kill process tree options.

A s
X
[Fin
(Y
[ d
i
[FL5as

E@ explorerexe
VMwareTray.m

&) Y warelsere:

L procexp.exe
= B3 CMD.EXE

B

oo cny

b

Sek Priority

4

Kill Process Del

Kill Process Tree  Shift+Del
Restart

Suspend

Debug
Create Dump

B4 CKDODR el

Properties. ..

Search Online.., Ctrl4+M

33. If you were to kill the process of BACKDOOR.exe would you want to kill the process or the process tree? Why?

34. Right click BACKDOOR and select "Search online".

35. How might you use this if you are unsure of a process?

Additional questions:

Where is BACKDOOR.exe located?

1. Click start

2. Go to Programs
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3. Right click startup and click on open.
::@ Windows Update [ | | Sta rtilp

(= Accessories P|
@ adminisktrative Tools * bs gar-h File

"% Documents 3 W =1 Laao

Programs

T Open -
a

= _%} Settings » & InternetE Open All Users

a >

o Explore

o ‘L.Q Search r Ex=plore All Users

(=]

(=] Delete

=l Help

w - Rename

E A Run... Sort by Mame

-g = Froperties

§ By ) shut Down... |Tvpe: MS-DOS Batcl

IﬂStart ’ ;Q E ESQ ] (Al Sysinter.. I ;,l_ Process .. .I_»ﬁﬂegistr\;

4. You should see a batch file entitled "hide".
5. The programs in the startup folder, start when windows boots up.
6. If you were to delete this file, the BACKDOOR would not run on startup.

7. Would a malicious user want the BACKDOOR to run on startup?

Partial support for this work was provided by the National Science Foundation's Advanced Technological Education (ATE)
program under Award No. 1104192. Any opinions, findings, and conclusions or recommendations expressed in this material are
those of the author(s) and do not necessarily reflect the views of the National Science Foundation.




Disabling Unnecessary Services & Tasklist/ Taskkill
Allowing unneeded services to run on a machine leaves vulnerabilities that can WhaTCom

exploited; the best way to remove these vulnerabilities is to simply shut down COMMUNITY COLLEGE
these unnecessary services. Also letting these services run can lead to performance issues on older machines.

g& Server Manager W
Command Prompt %

= Administrator
{% ] Windows Update
= Documents
7S Intemet Explorer

Computer
J)

- | Notepad

ot Network

)’ =
(@I Ease of Access Center
=

Administrative] Custemize t

programs, ar
Help and Support
Run...
» All Programs
Ittert Search [L_‘]J (0] =] »
Bl control Panel - 18] x|
_ —
4 )eo [ - controlpanel ~ #2)
Ble Edit Vew Tools Help
Name = |-| Cat_egorxl_v_l A
Control Panel Home t |
o<
Classic View | ﬁ:}; . 1 * 3 #f
Add Hardware Eligrtietaiy  AutoPlay Bluetooth Color
Tools Devices Management
e N o o 7
(§ - ,' q |' ) |h
4 ae &
Date and Time Default Device Ease of Folder Options
Programs Manager Access Center
h £ @ @
— o —
A = = e
Fonts Indexing Internet  iSCSI Initiator ~ Keyboard ;I

Go to start menu and click on control panell Administrator Tools [ services.



‘GCF 21 ~ Administrative Tooks -

Whatcom

COMMUNITY COLLEGE

=10l

(2]

Eile Edit

Organize v

View Tools Help
= views v [m7open €Y Bun
Name

| -| Date modified

|=| Type

|| size

©

|-l Tags =~

Favorite Links
) .. Terminal Services 1/15/2008 6:16 AM  File Folder

| Documents (2l Component Services  1/19/2008 6:16 AM  Shortcut
E Pictures Ef Computer Management 1/15/2008 6:15 AM  Shortcut
E} Music @Datﬂ Sources (ODBC)  1/19/2008 6:14 AM  Shortcut
More @ Event Viewer 1/18/2008 6:15 AM  Shortcut
E’, ISCSI Initiator 1/19/2008 6:15 AM  Shortcut
Eolders v @ Local Security Policy 1/18/2008 6:16 AM  Shortcut

2KE
2KB
2KE
2KE
2KE
2KE

e (a8 Memery Diagnostics ... 1/19/2008 6:12 AM  Shortcut 2KE =
-~
= " (B Reliability and Perfor... 1/19/2008 6:14 AM  Shortcut 2KB
B Administrator (2l Security Configurati...  1/15/2008 6:16 AM  Shortcut 2KB
: 5
§ Public (A Server Manager 1/19/2008 6:16 AM  Shortcut 2KB
1 Computer £l 35ervices 1/19/2008 6:14 AM  Shorteut
u¥ Network [3t"Share and Storane ... 1/19/2008 f: 16 AM _ Shortout 2 KR Z
4 hd 5 $ I
[ control Panel J ﬂ—l Starts, stops, and configures Windows services. I a7
When you open services you should have this screen.
O Services i =138 %
Fla  Acton  Vew Help
| E B rouw
~ Servces {Locsl)
HNetwork Location Neme | Desarpten IStotus | StwrtupType |logOnis | 4
4 Apphcation Bxpeniere Processes appicaton compatbinty cache recuests for sopicabions os they ... Started Automabc Local System
Shoo the s=rvice % Applcation Informaban Facitatas tha running of nteractue applcations vath addtionsl adminstra... warval Local System
el the sendce Applcation Layer Gateway Service Pronides suppart for d party protocal plg-ns for Tntemet Connecton S... warual Local Service
«, Apphcation Management Processes rstalabon, removel, and erumer ston requests for softwere de.,.  Started Marvel Local System
Desaption:  Badhound Intsligant Transfer Seruica Transfars fies 1 the bediyeund Lang e netviork bercdh, 1 the ey, Startad  Autematiz (0. Lazal System
Collects and Eaee 9 Egn The Base Fitering Engine (BFE) 8 3 sendce that manages firewal and Tte...  Started  Automatic Local Service
&, Certfcate Propageton Propagates certificates from smert carcs, Marual Local System
', CNG Key [solation The ONG key solation service 15 hested n the LSA process, The sarice pr... Marual Lozal System
oo Hh;w?‘nmm“m ', COM+ Evant System Supports System (SENS), whizh d .. Staread  Automatc Lozal Seruies
ony cervices: that exphctly depend onit 5 COM+ System Appiication Marages the configuraton and traddrg of Component Object Mode! (COM..,  Started  Marwal Local System
wil 3l to start, % Computer Erowser Mantans an updated lst of computers on the netvwork and suopbes ths ... Disabled Loca! System
4 Cryptographic Seruicas Prowdes fou envces: Catalog Datab vies, vivchcon... Startsd  Automatic Network ...
+ DOOM Server Process Laundher Provides launch functionaity for DOOM services. Started Automatic Local System
& Degkiop Window Manager Sesson Manager Provides Deskiop Window Manager startup and mantenance servoes Started Automabs Local System
" DHCF Clent Ragsters and updates [F accressas and DS raceeds for tha computer, 1, Startad  Autematic Local Servies
4, Dizgnoste Palicy Sarace The Diag: y San s biem de 5 ga.. Startad  Automatc Lacal Servies
« Diagnostic Service Host The Diagnostic Service Hoet service enables problem detection, traublecho.,, Marusl Local Service
4, Diegnostx System Host. The Diagnostc System Host service enables problem detecbon, toublesho...  Started Marval Local System
., Distrbutad Lrk Tradrg Chant Maintais inks between NTFS fies vathn 3 computer or acress computerst...  Startsd  Automatic Lozal System
Distributed Trareaction Coordrator Coordnates ransactions that span mutiphe recour e mensgers, audh as d.,.  Started Automatic .., Network S., -
. DS Chent. The DS Cient servce (drscache) caches Domen Name System (D08) ne...  Started Automabs Network 5.
| Extewsble uthentcaten Frotses The Extanble Authenneaton Protecsl (SAF) service provides natviork st vareal Lacal System
. Functien Discovery Provider Host Hoat procass for Function Discovery providers. Marual Local Servica
Furction Discovery Resource Publcaton Publshes this computer and resour ces attadhed to this computer 5o they C... Marual Local Service
4 Group Poloy Chent The service is resporsble for applying settngs configured by sdmrvstrator...  Started Automabs Local System
| Heath Kay and Cernficats Maragement Frowdes X.509 cernficate and key maragemant sarucas for the Netwark . verusl Lozal System
5 Human Interface Denice Access Enabies generk input access to Human Tnterface Devices (HID), which Marual Local System
b IWE and Auth[P [Poec Keyng Mocules The IEDXT service hosts the [nternet Key Exchange (KE) and Authentica. Started Automatic Local System
4 Intaractie Seryicas Datection Lmar nput for , which enabl.... Marcal Lozal System
& Internet Conrection Sharing (1CS) Provides retwork sooress ransbtion, addressing, name resokition andjor ... Disabled Local System
Hekper Provides automatic TPWE connectivity over an 1Py netwark, If this cervic,.,  Started Automatic Local System
« IPgec Polcy Agent I (1Psec) s ts & suthenbcat.,. Started Automabs Network S...
4 Kimiim for Dstrbuted Transacton Coardnater Coordnates transactions batwean M5SDTC and the Lamel Transacton Man. Startad Autemat (D, Network 5.
« LinkLayer Topalogy Discovery Mapper Creates a Network Map, consisting of PC and device topolagy (connectivit,, . Marual Local Service
o Maosoft NET Framework NGEN v2.0.50727_x64 Mrosoft NET Framework NGEN Marval Local System
4 Merosoft NET Framework NGEN v2.0.50727_XB& Micrasoft NET Framework NGEN Marcal Local System
& Maosoft Five C! & Regsters the p ith af avalabie Fwe Charvel fabrics, and mantai..., Marual Local Service
4 Morosoft (SCS] [vbator Servios Marages Intemet SCS[ (SCST) sesgons from this computer to remote 8C5., Marval Local System
4 Marosoft Software Shadow Cooy Provider Manages software-based volume shadow copes taken by the Volume She... Marval Local System
4 Mitmeade Class Scheculsr work based an sy ide task pronties.... Mareal Local System
& Net.Top Port Shariyg Service Provides abiity to share TCP ports over the net. cp protoco. Disabled Local Service
« Netiogn Mantans & seore charel betveeen thes computer and the doman contrall.. Marval Local System
" Netwark Access Protectien Agent Enables Netwerk Aceass Protechan (NAP) functensity cn dent computers waresl Network 5.
Manages abjects in the Network and Dial-Up Cornections falder, nwhich .., Started Morusl Local System

 Netwark Corrections

Store Interface Senace

Extened AR

. Offire Fles Local System
 Performencs Counter CLL Host Enables remobe Lssrs snd €40 processes o query performencs countsr. Marvel Locsl Servee x|
Dostart| | 3, @ | 3 server Manager " services 4 Admiistrative Todls Wl Wk o

Next we want to disable unnecessary ports. Windows server 2008 does a farily good job of not starting up with to

many unnecessary services but there are stil a few that should be disabled.
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Restart the service % Network Connections

G4 Network List Service

Loads files to memory for later printing

% Offline Files

" Plug and Play

Print Spooler

" Protected Storage

".Remote Registry

%4 Secondary Logon

1

e T
4, Services (Local) £} Services (Local)
Print Spooler Name =
" Netlogon
Stop the service ‘. Network Access Protection Agent

Description: “. Network Location Awareness
&4 Network Store Interface Service

‘Performance Counter DLL Host
“.Performance Logs & Alerts

%4 PnP X IP Bus Enumerator
£+ Portable Device Enumerator Service

‘. Problem Reports and Solutions Control Panel Support
".Remote Access Auto Connection Manager
“.Remote Access Connection Manager

*,Remote Procedure Call (RPC)

",Remote Procedure Call (RPC) Locator

" Resultant Set of Policy Provider
"+ Routing and Remote Access

‘., Secure Socket Tunneling Protocol Service

Extended A Standard /

Right click on Print Spooler and click properties.

Print Spooler Properties (Local Computer)

General ILogOnl Recovery | Dependencies |

Service name:  Spooler
Display name: Print Spooler

Description: LLoads files to memory for later printing _AJ
Path to executable:

C:\Windows"System32\spoolsv .exe

Startup type: Automatic ;l

Automatic (Delayed Start)
Help me configure { Aitomatic

Manual
Pisat;led

Service status:

Start | Stop I Bause Besume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: I

ok | comcd | sonp

Go to Disable and hit ok. The Print Spooler has now been disabled.

Next click on remote registry
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=1olx]|

&= [mlE o =

B e mumw

-, services (Local)

q Services (Local)

Remote Registry

Stop the service
Restart the service

Description:

Enables remote users to modify registry
settings on this computer. If this service
is stopped, the registry can be modified
only by users on this computer. If this
service is disabled, any services that
explicitly depend on it will fail to start.

Name =

| Description | status

« Performance Logs & Alerts
£ Plug and Play
PnP-X IP Bus Enumerator
. Portable Device Enumerator Service
*, Print Spooler

30! 10

“.Problem Reeports and Solutions Con...
‘. Protected Storage

% Remote Access Auto Connection M...
‘+;Remote Access Connection Manager
“.Remote Procedure Call (RPC)
“..Remote Procedure Call (RPC) Locator
istry

mote R

*.Resultant Set of Policy Provider
%+ Routing and Remote Access

Secondary Logon

et

Secure Socket Tunneling Protocol S...
« Security Accounts Manager

S Server

%+ Shell Hardware Detection

%4 SL UL Notification Service

% Smart Card

*..Smart Card Removal Policy

G4 SNMP Trap

% Software Licensing

<

Performan...
Enablesac...
ThePnPX ...
Enforces g...
Loads files ...
This servic...
Provides pr...
Createsa ...
Manages di...
Servesas t...
Manages t...
Enables re...
Providesa ...
Offers rout...
Enables st...
Providess...
The startu...
Supports fil...
Provides n...
Provides S...
Manages a...
Allows the ...
Receives tr...
Enables th...

Started

Started

Started

Started
Started

Started
Started
Started
Started
Started

Started

Manual
Automatic
Disabled
Manal
Disabled
Manual
Manual
Manual
Manual
Automatic
Manual
Manual
Manual
Disabled
Automatic
Manual
Automatic
Automatic
Automatic
Manual
Manual
Manual
Manual
Automatic

| startup Type | Log 4|

Loc
Loc
Loc
Loc
Loc

Loc

Net &

Extended £ Standard /

Remote Registry Properties (Local Computer) !

General | Log On | Recovery | Dependencies |

Senvice name:  RemoteRegistry
Display name:  Remote Registry
Description: is service is disabled. any services that explictly o
= ' on it will fail to start. j
Path to executable:
C:\Windows\system 32\swchost exe & regswe
Startup type: Manual v
Help me ure service sta ions.
Service status:  Started

Start Stop | Pauze Hesume

‘You can specify the start parameters that apply when you start the service

from here

Start parameters;

[ ox 1]

Cancel |

poply |

Lets set this to manual, this means it can be truned on by a program that needs it but will not run automatically.

Click ok.
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Next we are going to see what processes and services are running and how to kill these task. 1st open Internet
Explorer. Next click Start, then in the search box type in.cmd and press enter.
Once your command line is open type tasklist /? This command will give you an overview of the tasklist command.

[&+] Administrator: Command Prompt

Microsoft dows [Uersion 6.8.680821]
Copyright (c)> 2886 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>tasklist /?

TASKLIST [/S system [/U username [/P [passwordlll]
[/M [modulel { /SUC i ~U1 L[/FI filterl L[/FO formatl [/NH]

Description:
This tool displays a list of currently running processes on
either a local or remote machine.

Parameter List:
/8 systen Specifies the remote system to connect to.

U [domain\Juser Specifies the user context under which
the command should execute.

/P [password]l Specifies the password for the given
user context. Prompts for input if omitted.

/M [modulel Lists all tasks currently using the given
exe/dll name. If the module name is not
specified all loaded modules are displayed.
Displays services hosted in each process.
Displays verbhose task information.

filter Displays a set of tasks that match a
given criteria specified by the filter.

format Specifies the output format.
Ualid values: “TABLE", YLISTY, “CSU".

Specifies that the “Column Header' should
not be displayed in e output.
Ualid only for “TABLEY and "CSUY formats.

7?7 Displays this help message.

Filters:
Filter Name Ualid Operators Ualid Valued(s>

STATUS RUNNING
NOT RESPONDING i UNKNOWN
IMAGENAME Image name
PID PID value
SESSION Session number
SESSIONNAME Session name
CPUTIME CPU time in the format
of hh:imm:ss.
hh — hours,
mm — minutes, ss — seconds
MEMUSAGE eq, ne, Memory usage in KB
USERNAME eq, ne User name in [domain\luser
format
SERVICES eq, ne Service name
WINDOWTITLE eq, ne Window title
MODULES eq, ne DLL name

NOTE: “WINDOWTITLE" and “STATUSY filters are not supported when guerying
a remote machine.

Examples:
TASKLIST
TASKLIST /M
TASKLIST ~U /FO CSU
TASKLIST /SUC /FO LIST
TASKLIST /M whemx
TASKLIST /S system /FO LIST
TASKLIST /S8 system /U domain\username /F0 CSU /NH
TASKLIST /S8 system /U username /P password /FO TABLE /NH
TASKLIST /FI “USERNAME ne NT AUTHORITY\SYSTEM" /FI “STATUS eg running"

C:\Users\Administrator>

Now lets do tasklist /svc and see whats running.
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Administrator: Command Prompt

SESSION ne, gt, 1lt, ge,. le sion number
SESS IONNAME ne ession name
CPUTINE ne, gt, 1t, ge, le CPU_time in the fornat
of hhimn:ss.
hh — hours.
mm — minutes. ss - seconds
MEMUSAGE eq. ne, gt, 1lt, ge, le Menory usage in KB
IISERNAME eq. ne Iser nane in [domain\Juser
format
SERVICES €g, ne Service
WINDOUTITLE eq, ne Window t
NODULES eq, ne DLL name

NOTE: “WINDOWTITLEY and "STATUS" filters are not supported when guerying
a remote machine.

Examples =
TASKLIST
TASKLIST /H
TASKLIST ~U /FO CSU
TASKLIST ~$UC /FO LIST
TASKLIST /H ubem*
TASKLIST /§ system /FO LIST
TASKLIST /S system /Il domain\username /FO CSU /NH
TASKLIST /8 system /U username /P password /FO TABLE /NH
TASKLIST ~FI "USERNAME ne NT AUTHORITYN\SYSTEN'" ~FI "STATUS egq runni

C:\Users\fAdministrator>tasklist /svc

Services

CSPSs.exe
wininit.exe
cCEpree . .exe
winlogon.exe
services.exe

dStorage. Sam$

DecomLaunch, PlugPlay

suchost.exe RpcSs

svuchost.exe Dhcp. EventLog, lmhosts

cuchoct.exe gpsuc

suchost.exe AeLookupSvuc, AppMgnt,. BITS,. I[KEERT.
iphlpsvc, LannanServer, ProfSvuc,. RasMan.
Schedule. seclogon. SENS. ShellHWDetection.
Winmgmt ., wuauserv

SLsvc.exe slsve

suchost.exe EventSystem, LanmanWorkstation, netprofm,
nsi, SstpSvc, W32Time

cuchost.exe Netman, Trklkse, UxSme,. HdiSystemHoct

suchost.exe CryptSuc, Dnscache, KtmRm,. NlaSwvc.
TermService, WinRM
BFE. DPS. MpsSuc
N/A
Spooler

suchost.exe PolicyfAgent

suchost.exe RemoteRegistry

umtooled.exe UMTools

suchost.exe WerSuc

UMUpgradeHe lper.exe UNUpgradeHelper

TPAutoConnSuc .exe 4 TPAutoConnSuc

dllhost.exe COMSysApp

msdtc.exe MSDIC

suchost.exe FontCache

taskeng.exe 2328 N/A

dum . exe

explorer.exe

TPAutoConnect .exe

v

WUmiPruSE.exe
iexplore .exe
iexplore.exe
cnd . exe

tasklist.exe

We can see that iexplore.exe is running (that's internet explorer) so now lets kill this process using the taskkill
command type taskkill /? To see an overview of the commands.
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ministrator: Command Prompt B =101 x|

SERUICES eq, ne Service name
WINDOUTITLE eq, ne Window title

Uildeard ’2” for ~IM switch is accepted only when a filtew is applied.
Termination of remote processes will always be done forcefully {/F>.
“"WINDOWTITLE"” and “STATUS" filters are not considered when a remote
machine is specified.

TASKKILL ~/IM notepad.ex

TASKKILL ~PID 1236 /PID 1241 ,PID 1253 T

TASKKILL ~/F ~IM cmd.exe ~/T

TASKKILL /F /FI "PID ge 1888" /FI "WINDOWTITLE ne untitle="
TASKKILL ~F ~FI "USERNAME eq NT AUTHORITY\SYSTEM"” ~IM notepad.exe
TASKKILL /8 system /U domainusername AFI "“USERNAME ne NI=" /IM =
TASKKILL % system ~U username /P password rFI “IMAGENAME eq note3x"

IC:\Users\idninistrator> taskkill/pid 2984
SUCCESS: Sent termination signal to the process with PID 2984.

IC:\Users\Admninistrator>

Type taskkill /pid ### (the ### is the PID number that is deplayed for iexplore.exe in my example it is 2904. We
can see that the termination signal was sent successfully and internet explorer closed.

Partial support for this work was provided by the National Science Foundation's Advanced Technological Education
(ATE) program under Award No. 1104192. Any opinions, findings, and conclusions or recommendations expressed in
this material are those of the author(s) and do not necessarily reflect the views of the National Science Foundation.
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Word Press and Zencart Lab

Login into the Cyber Defenders Word.Zen image, Password is cybercamp all lowercase
Wordpress Install

Open Firefox Web Browser and go to bookmarks
Look for Wordpress Install and open the link

Site Title | Cybercamp |

Username [admin ]

Usernames can have only alphanumeric characters, spaces, underscores, hyphens, periods and the @

symbaol.

Password, twice

A password will be

automatically generated

for you if you leave this
blank.

Medium

Hint: The password should be at least seven characters long. To make it stronger, use upper and lower case
letters, numbers and symbols like !" 2?$% " &).

Fill in cybercamp for the site title and passwords and use admin for the username
For lab purposes we will be using a made up email cybercamp@cybercampwcc.net
Be sure to uncheck the box near the bottom before continueing

L Allow my site to appear in search engines like Google and Technorati.

Then push continue onto the next page

If everything went ok you will get a screen looking something like this below
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Could not instantiate mail function.

Success!

WordPress has been installed. Were you expecting more steps? Sorry to disappaoint.

Username admin
Password Your chasen password.
Log In

After the success screen shows, we will click on the log in button to navigate to the admin controls

Next we will log into the control panel using the username admin and password cybercamp

WORDPRE SS

Usermname

admin

Password

Lost your password?

Once logged into the control panel, we will be setting up a default theme for the wordpress
Navigate the left control panel and click on appearance

|£| Appearance

After clicking on appearance you'll get a screen with a few options for themes,



Default 1.7.2 by Michael
Heilemanh

The default WordPress theme that graced
version 1.5 to version 2.9, based on the

famous Kubrick.

Activate | Preview | Delete

All of this theme's files are located in

hemes /default .

Tags: blue, silver, white, two-columns, fixed-
width. right-sidebar. fixed-width. custom-

You can change the theme by clicking the Activate button to change the theme or you can preview it before

changing it.

You can now nhavigate to the webpage by typing into the browser "http://localhost/wordpress/" into the url bar

Cybercamp | Just another WordPress site - Mozilla Firefox

Whatcom
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¢ M s Er—
|@| ANGEL Learning
|| Cybercamp | Just another Wor... | 4 v

Cybercamp g

- T — | i

‘!
i =5 ® =
Lu-u.'fj% i Jl— 38 ;
Hello world! 3

s — e ed

You should end up with the theme you selected.

Yau can also now navigate back to the admin panel on the front page near the bottom right by clicking login if

needed to go back and test other items on the admin control panel to change the blog.

57
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Zencart Lab

In this lab we will add an item to purchase into your Zencart website.

First we will navigate to the admin control panel via bookmark, or by going to localhost in a web
browser

Zen Cart! - Mozilla Firefox

Bookmark This Page Ctrl+D imin/login.ph| V] E™ e _5;

[©| ANGEL Learning

[@] Zen Cart! organize Bookmarks... Ctrl+Shift+O ] -

Bookmarks Toolbar

Recently Bookmarked
Recent Tags

Get Bookmark Add-ons

Ubuntu and Free Software links ]
[] Mozilla Firefox ]
[¢| WordPress » Installation
|| Zen Cart Admin Panel

Forgot Password

Please be aware that after 15 minutes of inactivity., you will be required to login again.

Note: All passwords expire every 90 days.
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Mozilla Firefox

v o @ @ |[8l]htep://localhost/ v|

|&] ANGEL Learning
|e| http://localhost/ | + v

Cybercamp

Wordpress Website
Zencart Website
Zencart Admin Panel

After getting to the zencart login screen we will be loggin into the control panel with the credentails listed here.
Username: admin

Password: cybersamp

Once your in, you'll reach a screen looking like something below

Zen Cart! - Mozilla Firefox

v (G ) [@i\http://localhost/zencart/cybercampadmin/index.ph v| (4] @

|©|ANGEL Learning

@) zen cart! | +

powered by

Zencart

the art of e-commerce (You are presently using: v1.5.0)

| €

Thu, 23 Feb 2012 12:02:51 -0800GMT [127.0.0.1 Admin Home | Online Catalog | Support Site | Version | Account |
1 Logoff

Configuration Catalog Modules Customers Locations / Taxes Localization Reports Tools Gift
Certificate/Coupons Admin Access Management Extras

Hit Counter Started: Bill Smith

02/23/2012 01/21/2004

Hit Counter: 5

Customers: 1

Products: 125 02/23/2012 3k

Products deactivated:
Reviews:

Reviews Pending Approval:

[= T =R R =]

Newsletter subscribers:
[Done

Next step will be navigating too featured products and we will be adding a new item onto your zencart
website.

To do that you will move your mouse over catalog located near the top left on the navigation bar, and
down to featured items like shown below.
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Zen Cart! - Mozilla Firefox

|

§° v (G @ o [|§IEhtl:p://localhost/zencart/cybercampadmin/index.ph Y] [-’]Vi: oogle @

|0| ANGEL Learning

[0] Zen cart! I +

<

Thu, 23 Feb 2012 12:07:42 -0800GMT [127.0.0.1 Admin Home | Online Catalog | Support Site | Version | Account |

1 Logoff

Configuration Catalog Modules Customers Locations /| Taxes Localization Reports Tools Gift
Certificate/Coupol Categories/Products ment Extras
Product Types
Products Price Manager
[ Option Name Manager

Hit Counter Starte Option Value Manager | Smith

02/23/2012 ‘ﬁ;t:'tributesControllgrq ~21/2004

Hit Counter: Dowinloads Manager

Customers: Option Name Sorter

Products: Option Value Sorter 2372012 i |

Products deactiva, Manufacturers

Reviews: Reviews

Reviews Pending | Specials

Newsletter sut‘.)scr\’%ﬂll‘ﬁ1"“"*“‘ts

' SaleMaker

Specials Expired | progucts Expected

Specials Active 27 ]
http://localhost/zencart/cybercampadmin/featured.php
7| | @ zencart!-MoxzillaFire... | B cybercamp@ubuntu: /... |
FeaTurep PRoDuCTS search: ] J

NOTE: status is auto enabled/disabled when dates are set

ID# Products Model Available Expires Status Action LNCIEREICR LI o
A Bug's Life "Multi Pak” Special 2003 ST ¢ B Seecial 2003 Collectors

24 NUN_ARI I —nAne_ —nnne__

Once there you then click on the new product button shown below.

Next select one of the products from the list of your choice and set the date for when it's available.
Go ahead and set it for today and for it to end a week later and continue after you select your product.
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Certificate/Coupons  Admin Access Managemem " Extras

FEATURED PRODUCTS Search: | ]

NOTE: status is auto enabled/disabled when dates are set

| A Maximum Sample of 1 ($50.00) [MAXSAMPLE-1] - ID# 105
| A Maximum Sample of 3 ($50.00) [MAXSAMPLE-3] - ID# 106
| A Mixed OFF Product with Attributes ($100.00) [TESTMINUNITSNOMIX] - ID# 44
| A Mixed ON Product with Attributes ($100.00) [TESTMINUNITSMIX] - ID# 46
| A Sold Out Product ($25.00) [SoldOut] - ID# 108
| Attribute Quantity Discount ($25.00) [ATTQTYPRICE] - ID# 159
Product: | Beloved Linked ($54.99) [DVD BELOVED] - ID# 20

Blade Run 35990 IDVO-BIDRNDCI=IDES - o
| Book (Ssz 50) [Book] -ID# 173

| Courage Under Fire Linked ($38.99) [DVD-CUFI] - ID# 16

| Disciples: Sacred Lands Linked ($90.00) [PC-DISC] - ID# 24
| Fire Down Below Linked ($29.95) [DVD-FDBL] - ID# 11

| Frantic Linked ($35.00) [DVD-FRAN] - ID# 15

| | Free Ship & Payment Virtual ($0.00) [Free2] - ID# 52 E

Available Date: |02:25/2012 .

i_ S "5

| A Free Product with Attributes ($100.00) [TESTFREEATTRIB] - ID# 43 i

After you have selected your product it will be added to the list and showing its status, make sure the
color to the right of the product is lit green.

I it is red, recheck the date you set to be sure it's available for today by clicking on the E icon next to
the X.

You can navigate to your zencart website via typing http:/localhost/ into firefox and navigate using the
links shown, to get to zencart.

Or type in http://localhost/zencart/ into your url bar on firefox.

If done correctly you will have your item you added, shown in the featured item list on the main page.


http://localhost/
http://localhost/zencart/
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o/ ZenCartl 2 | (o] Zen Cart!, The Art of E-com... 3¢ | 4 v
FEITICICIC . 8. Die Hard With A ;
Vengeance Linked

9. Min and Units MIX

TEST $120 Special off Sale  TEST $120 Special 25%  TEST $120 Special 25% 10 Test Four
New Price $100 Sale New Price $100 Sale New Price $100 Skip
A PhislsBata) 212000 S oo Specials
Sale: $100.00 Sale: $100.00 $120-00- $90.00

Save: 17% off Save: 17% off Save: 25% off Speciats tmore]

Featured Products

A Bug's Life Linked
$35.99

=
$15.08- $10.00
Shipping & Returns | Save: 33% off ]
Privacy Notice Sl ¢
Conditi of U A Bug's Life Linked
Cgmacltmljs - $35.99
Site Map
Gift Certificate FAQ u Russ Fippins Bant - The
Discount Coupons Monthly Specials For February M:{‘umef
Newsletter Unsubscribe $4.00 $3.00
s B - B Save: 40% off
Bl vore inormaton [ VRS AP A Sl | | N
http://angel. whatcom.ctc.edu/default.asp
Congratulations you have finished the lab
Now use the knowledge you gained today to attempt to further change the websites we have used
inthelab.

Example: Add more products, Add products in other categories, Edit the blog website, add a post.

Partial support for this work was provided by the National Science Foundation's Advanced Technological Education (ATE)

program under Award No. 1104192. Any opinions, findings, and conclusions or recommendations expressed in this material are
those of the author(s) and do not necessarily reflect the views of the National Science Foundation.
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Introduction

This workshop will discuss security issues in web application development and
demonstrate a set of teaching modules in this area through hands-on exercises, developed
by a NSF-funded project called SWEET (Secure WEb dEvelopment Teaching). The
workshop will guide the participants to run through a couple of web security hands-on
exercises, including web server threat assessment, security testing, and secure web
transactions. All exercises are pre-configured in Linux virtual machines. The workshop
will also discuss examples of incorporating SWEET in computing curriculum.

SWEET features virtualized web servers and a development platform that allows
instructors to teach the security issues in web application development using regular
computer laboratories. It includes teaching modules that are composed of the lecture
materials and hands-on exercises.

The workshop DVD includes the laboratory exercises for the workshop, the presentation
slides and the following sub-directories:

[ Modules: All SWEET teaching modules including labs

[J Solutions: Sample solutions for lab questions

) Tools: VMware Player!

[0 VM: SWEET virtual machines

[J Tutorial: Linux & HTML tutorials

The exercises in this document are excerpted from SWEET teaching modules, which are
included in the workshop DVD. For updates of SWEET teaching materials, you should
visit the project website at http://csis.pace.edu/~Ichen/sweet/. Below is the agenda of

this workshop.

[ Introduction to the SWEET project (10 minutes)
[J Virtualization technology (30 minutes)
o Exercise 1-3: Starting Linux virtual machine
[J Security issues in web application development (40 minutes)
o Exercises 4-8: Web server threat assessment
1 Web application security testing (40 minutes)
o Exercises 9-10: Web server scanning
[ Digital certificate, HTTPS & SSL (40 minutes)
o Exercises 11-13: Secure web transactions
[ Wrap up & discussions (20 minutes)
o Exercise 14: Turn off Linux virtual machine
o Course integration, support, and others

1VMware player (for Windows) is free for downloading and VMware Fusion (for MacOS X) is free for
30-day evaluation at www.vmware.com.
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Exercise 1: Virtual Machine Installation

1. Copy all DVD materials to your computer where you will run the exercises.

2. On your computer, under the folder Tools, double click on VMware-player-xxxx.exe
to install VMware player on your Windows machine or install VMware-Fusion-3.1.2-
332101-light.dmg on your MacOS.

3. On your computer, under the folder VM, extract unbuntu10tm.zip to obtain the virtual

machine.

Exercise 2: Boot up Linux Virtual Machine

1. After VMware Player (or VMware Fusion) is installed, run the software and you
should see a blue VMware Player Window pops up. Click on "Open a Virtual
Machine" and select "Ubuntu10tm.vmx"* from the "ubuntu10tm" folder under the
ubuntul0tm folder.

2. Click on "play virtual machine". When being asked "Did you move this virtual
machine, or did you copy it?" check "copy it".

3. When being asked "Would you like an attempt to be made to connect this virtual
device every time you power on the virtual machine?", press "No" to avoid
connecting to a virtual floppy.

4. When being asked if you would like to download VVMware tools for Linux, answer
"remind me later." Linux will boot up in about 2-3 minutes.

5. Login Linux using usemame "ubuntul0tm" and password "123456". After logging
in, you will see Ubuntu 10 GNOME interface. The virtual machine runs Linux as if it
is an independent computer. Actually, the Linux is run in the memory of the
computer and simulate another physical machine that the virtual machine (VM) was
Created.

6. Once you logging in the system, you will see the Linux desktop, which looks like the
screen below.
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7. Below are some basic skills to use a virtual machine

To start directing mouse and keyboard input to a running virtual machine, type
Ctr+g or click anywhere in the virtual machine window.

To start directing mouse and keyboard input to the host PC, type Ctr+Allt.

To get the logon window for Windows, use Ctr+Alt+Insert, instead of
Ctr+Alt+Delete.

Scroll the bar on the right and at the bottom of the virtual machine window to see

awider screen.

To transfer files between the host and a running Windows virtual machine, just
drag-and-drop the files.

USB disk is also a convenient way for transferring files between the host PC and
a virtual machine. Inserting a USB disk to your PC when the virtual machine is
active will attach the USB disk to the virtual machine.

8. Check out the menu bar for Linux GUI on the top panel of the window. The menu bar

includes Applications (similar to Windows Start Panel), Places (all devices and

storages), and System (Linux system functions).



Exercise 3: Basic Linux Commands
1. Click on Applications, Accessories and Terminal (You may need to scroll the

window down to see Terminal if your screen is not big enough).

2. It opens up a Linux command prompt like the screen below.
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3. Try Linux commands under the command prompt "“user@ubuntu~$" (we will use $
referring the command prompt for all the instructions below). We will practice
several basic Linux commands. For more Linux commands, please read the Linux
Tutorial.

4. Try the following to see the files in this directory.

$ls-al
Question 1: What are your results from "Is -al"*? Copy and past the last three lines
below.
Question 2: What does each line above mean? Please explain it. (Hint: In Linux, if
you do not what a command mean, simply type "man command-name" to figure it

out. For example, in this case, you can type "man Is")
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Exercise 4. Observing HT TP Communications with Paros

In this exercise, you will use the Paros proxy server on your Ubuntu virtual machine, and
use Paros to observer HTTP communications. The Paros proxy server will run at port
8088. You will set up the Firefox web browser so that when you use the browser to visit
any web site, the HT TP request will be first forwarded to the Paros proxy server running
at port 8088, which displays the HTTP request information in its graphic user interface,
lets the user to have a chance to review and modify the request, sends the request to its
destination server, and forwards the HT TP response from the web server back to the

Firefox web browser. In this exercise you mainly use Paros to intercept HTTP
GET/POST requests.

1. To start Paros, you need another Linux terminal window. Select Applications >

Accessories > Terminal. Run these commands in the terminal window:
cd ~ftools/paros
sh startserver.sh &
The Java-based Paros will execute and you will be greeted with its interface.

2. Open a Firefox browser. Now, you will need to change the proxy server settings in
Firefox to redirect the web traffic to the proxy server. The proxy server is run under
localhost and port 8088.

Go back to your browser. Select Edit > Preferences > Advanced > Network
Tab > Settings.

o Selectthe Manual Proxy Configuration radio button.

Enter these values into the fields: HTTP; 127.0.0.1 Port; 8088

If there are any values in the No Proxy For: text field, delete them. This is

important to make the proxy work successfully.
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3. Test the Paros proxy server by visiting http://localhost with your

Firefox web browser. Once the browser contacts your web server, Paros starts to
display HTTP request information in its graphic user interface.

4.You have just enabled all HTTP traffic generated by Firefox to be sent to the running
Paros proxy server which can analyze HTTP traffic before it is sent off to its final
destination.

5. Reload http://localhost. Go back to Paros, click on Sites to reveal "http://localhost",
and select it.

Question 3: What HT TP request was used in the step above?
Question 4: Copy and paste below the Paros window with the HT TP request information.

6. Click on the HTTP request and the Response tab. You will see the HTTP response

sent from the local Apache web server that Paros reads while being transmitted.

Question 5: What is the server version?

Question6: Copy and paste below the Paros window with the HTTP response

information.


http://localhost/
http://localhost/
http://localhost/
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Exercise 5: Starting WebGoat

1. The web server has already been pre-installed and all you need to do is run the
program.

2. From the menu bar on the top of the VM, select Applications > Accessories >
Terminal. This will open up a Linux shell command terminal.

3. Run the following commands to start the web server.
cd ~ftoolstomcat/bin
shstartup.sh

4. Go to the Apache server homepage on your VM by entering http://localhost:8080/
into the Firefox address bar.

(Tip: When running a program on port 80, you do not have to specify the port number
as it is the default HTTP port used by most web applications and servers.)

Question7: Take a screenshot of the Apache Tomcat welcome page and paste it below.
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Exercise 6: Web Goat Login
1. Go back to the browser in Ubuntu. Browse to http://localhost:8080/WebGoat/attack.

2. When prompted for login information, the user name is guest and the password is
guest. On the WebGoat home page, click Start WebGoat.

3. Go back to Paros. You should see Paros logs of the connection between the browser
and WebGoat.

Question 8: What is the first HT TP request in these transactions?

COMMUNITY COLLEGE

4. Go back to your browser. The left side of the screen is a list of WebGoat exercises
you can try. We will try the first lesson, click on "General and underneath it choose
"HTTP Basics".

5. This WebGoat exercise will accept a value in the text box that you enter and reverse
it. In the "Enter your name" textbox, type your name and click on Go.

6. You can see the parameters sent between your browser and WebGoat with Paros.

e INParos, look under Sites > http:/localhost > WebGoat >
POST:Attack(Screen,menu).

o Change the view from Raw View to Tabular View.

7.You can see the session ID by looking under the Request tab in Paros next to the
Cookie: reference.

Question9: There are two parameters in the transactions using POST: person and
SUBMIT. The value for person is and the value for submit is

Question 10: Explain the function of the POST command with the two parameters.

8. When you see a green check on the exercise name in the left pane, you have
successfully finished the exercise. You can also see the solution for the exercise by
clicking on Show Solution in WebGoat. For all the exercises below, you can either
read instructions from this manual or read the instructions from Show Solution (We
use Paros instead of WebScarab in our lab).


http://localhost:8080/WebGoat/attack
http://localhost/

Whatcom

COMMUNITY COLLEGE
Exercise 7: Injection Flaws - String SQL. Injection
SQL injection is used to gain access, extract data or compromise secured databases. The
methods behind an attack are simple and the damage dealt can range from inconvenience

to system compromise.

1. On WebGaoat, click on Injection Flaws and underneath select String SQL Injection in
the left pane in WebGoat.

2. The exercise first prompts you to enter the last name Smith (SQL is case sensitive).
A simple SQL query to a database would looks like this

SELECT * FROM user_data WHERE last_name = 'Smith'

3. In this case, Smith is the value you enter in the "Enter your name" textbox. The SQL
will select all information about the user 'Smith' from the database.

Question 11: How many entries have you obtained?

Are they all information regarding the user "Smith"?
4. Let us look at the following SQL command
SELECT * FROM user_data WHERE name ='Smith’ OR "1'="1'

5. This SQL command will ask the database to show all user information since '1'="1'
is always true. String SQL injection exploit the vulnerability that a database that does not
conduct checks on constraints so that attackers can inject SQL commands through

the regular user interface.
6. Now, enter Smith' OR "1'="1 in the "Enter your last name" textbox.
Question 12: Paste a screen shot of your results below.
Question 13: What is the security implication of your results?

Question 14: Describe a method to fix the vulnerability in this exercise.
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Exercise 8: Cross Site Scripting (XSS) - Stored XSS attack
Stored XSS attacks allow users to create message content that could cause another user to

load an undesirable page or undesirable content when the message is viewed or accessed.

In this exercise you will create such a message.

1. On WebGoat, click on Cross-Site Scripting (XSS) and underneath select Stored XSS
Attacks in the left pane in WebGoat.

2. Inthe title text box, type XSS example”
3. In the message text box, type in the following HTML content.
<script language=""javascript'* type=""text/javascript' >alert(" ‘you are
hacked");<cript>
4. Click on Submit and click on the message you have just posted under message list.
Question 14: What will happen if someone clicks on the message you have just posted?
Question 15: Paste a screenshot of the results below.

Question 16: What is the security implication of your results?

5. Logout WebGoat and close the browser.
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Exercise 9: Crawling \Web Pages and Hidden \Web Directories

We will investigate the web traffic between your browser and a pre-configured vulnerable
website, the BadStore.net, using a web proxy called Paros on a same virtual machine. All
web communication between the browser and the Web server will be sent to Paros (the
proxy server) first before it reaches the appropriate destination. We will be browsing

BadStore.net or investigate its vulnerabilities.

In order for an attacker to successfully plan and execute an attack, the attacker must know
the website's layout and all the pages that might be available for exploitation. While
manual web crawling is an option, it is a very time consuming process. An automated

web crawler application will speed up the mapping process significantly.

1. From the menu bar on the top of the VM, select Applications > Accessories >

2. Terminal. This will open up a Linux shell command terminal, execute the command

ifconfig

3. You will receive several lines of output. You are going to look for the Ethernet
interface (i.g. eth0). Find the inet addr: field and write down the IP address in the
space below.

4. Make sure Tomcat server is not running, otherwise go to Select Applications >
Accessories > Terminal. Run following command in the terminal window to shut
down tomcat

omeat:stop

5. Open a Firefox browser to browse BadStore.net by typing the IP address of your VM
inthe URL e.g http:// IP ADDRESS/badstore (DO NOT browse www.badstore.net
directly since it will redirect you to original website if you have an Internet
connection).

6. Switch to the Paros application and click File > New Session and click OK to have
Paros start a new session and purge itself from any logged content.

7. Inthe Paros menu toolbar, navigate to Tools > Options and select the Spider option.
You will change the Maximum Depth to Crawl from its default value to the

A


http://www.badstore.net/
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maximum value of 9. This will allow Paros to crawl web pages that may

be deeply nested in BadStore.net Click OK to confirm and return to the main
Soreen.

8. In the Sites panel on the left will be all the websites that Paros is logging. It is
currently blank, change to the Firefox application and refresh BadStore web page
(You may have to clear recent browsing history first to reload the page. Tools >
Clear Recent History)

9. Switch back to Paros and you will see an arrow next to Sites that is point to the right.
Click the arrow to un-collapse the logged websites. You will see the IP address of
BadStore website.

10. Select the IP address for BadStore under Sites in Paros. The IP address will be
highlighted in brown and go to Analyze > Spider in the Paros toolbar menu.

11. A Spider window will open. In the URL crawling: field should be the IP address of
BadStore.net. If all checks out, click Start.

12. Once crawling has begun, the main Paros window will begin to populate with web
pages and images that are hosted within BadStore.net.

13. In the bottom pane of the main screen, you will see a URL found during crawl:
panel. Notice that it is located under the Spider tab near the bottom.

14. Looking through the entries, you will notice that most of the web cgi pages are
located in the /cgi-bin/ directory but some are not. List one other directory that Paros
had crawled and one file under this directory

Directory name:

File name;

Question 17: Briefly explain what information one might obtain by crawling a web site.

Question 18: What is the potential risk for a web site being crawled?
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Exercise 10: Scanning For Known Vulnerabilities

In the previous exercise, you have mapped BadStore.net; in this exercise you will execute

a vulnerability scan on BadStore.net.

1. In the Paros Sites panel, Click on the IP address of BadStore, highlighted in brown.

2. In the Paros toolbar menu, navigate to Analyze > Scan. The vulnerability scan will
begin. Give it a minute to complete the scan.

3. Once the scan is finished, the results can be viewed on the bottom panel of the Paros
application under the Alerts tab. If you would like to have an actual report, click on
Report > Last Scan Report. The report will be generated in the /user/paros/session
folder and it is called LatestScannedReport.html. Open it in a browser.

(Click on the menu bar on the top, click on Places to access Home Folder)
4. The vulnerabilities are called alerts and are classified as High, Low, and Medium.

List two vulnerabilities from the report and discuss the countermeasures to fix them.

Question 19: Vulnerability 1:

Countermeasure 1:

Question 20: Vulnerability 2:

Countermeasure 2:

5. Not all web crawlers and web vulnerability scanners are as robust. Commercial web
crawlers and vulnerability scanners may perform a much more complete crawl and
may list more potential vulnerabilities.

6. Click on File > Exit to close Paros.

7. Close all the command prompt terminals on your VM.

8. Open a Firefox browser. Now, you will need to change the proxy server settings back.
Go back to your browser. Select Edit > Preferences > Advanced > Network Tab >

Settings. Select No Proxy radio button and hit OK.
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Exercise 11: Creating SSL Certificates Using OpenSSL

In the following exercises, you will learn how to install your very own secure web server
which utilizes SSL/TLS for secure communications. To install an open-source secure
web server, web developers usually need to install two software packages from different

sources. For simplicity, they have already been installed on your Ubuntu virtual machine.

e Apache 2.2.11: Apache? is an open-source web server. You can find more

information about Apache? at http://httpd.apache.org/.

OpenSSL 0.9.8k: OpenSSL is a set of open-source toolkits that implement the Secure
Socket Layer (SSL v2/v3) and Transport Layer Security (TLS v1) protocols as well
as a general purpose cryptography library. You can find more information at
http:/Amww.openssl.org/.

Mod_SSL 2.2.11: Mod_SSL is an add-on module for older versions of Apache that
had to be compiled. With Apache2, mod_SSL is built into the server which provides
the interface between Apache and OpenSSL. You can find more information about
mod_ssl from http:/Awwv.mod_ssl.org.

We will need to create a SSL certificate for the web server before we can run the server
securely with HTTPS. This exercise creates a public/private key pair, a SSL certificate, a
certificate signing request (CSR) and we will also become a Certificate Authority (CA).
Usually a commercial server would ask a trusted third party to sign their certificate. For
example, VeriSign is one of the most well-known companies that signs certificates for

commercial servers.

You must have a public/private key pair before you can create a certificate request. You
will also need a FQDN (Fully Qualified Domain Name) for the certificate you want to
create. Since we are hosting the website locally, you are able to choose any FQDN that
you like. For this lab exercise we will use www.BadStore.net as a domain name. You

will also be creating a certificate for www.BadStore.net which is actually hosted on the

local virtual machine


http://httpd.apache.org/
http://www.openssl.org/
http://www.mod_ssl.org/
http://www.badstore.net/
http://www.badstore.net/
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1. Access the Terminal window by navigating to Applications > Accessories >
Terminal.

2 Pointthe terminal shell to the /etc/apache2/ss| directory by running command:

adetoapede2d
3. The ssl directory is where you will store all your private keys, certificate signing

request and certificates.

4. There are existing keys and certificates under this directory (you can see them using
Is command). We will start this exercise by a new set of keys. So, please delete the

files under this directory before we start.

sudorm*

When prompted for the [sudo] password, it is the same password (123456) that was
used to login.

5. To generate the Certificate Signing Request (CSR), you will need to create your own
private/public key first. You will create a key by the name of server.key. Run the

following command from terminal to create the key:
sudo openssl genrsa -des3 -out server key 1024
genrsa indicates to OpenSSL that you want to generate a key pair.
des3 indicates that the private key should be encrypted and protected by a passphrase.
out indicates the file name in which to store the results.

1024 indicates the number of bits of the generated key.

The result is going to look something like this:
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Generating RSA private key, 1024 bit long modulus

e is 65537 (0x10001)
Enter pass phrase for server.key:

Verifying - Enter pass phrase for server.key:

You will be prompted for a pass phrase, once you type in your initial pass phrase, you
will be asked to verify this pass phrase. Write down your passphrase below:

If you execute command Is in terminal you will see a file called server.key in the ssl
directory.

6. You will store your passphrase in a password script, so that Apache2 will not prompt
you for the pass phrase whenever Apache? is started or restarted.

Run command: sudo gedit /etc/apache2/ssl_passphrase

The ssl-passphrase script will be opened in a text editor. Enter your private key pass
phrase in-between the pink quotes replacing 123456. Click File > Save.

If the pass phrase does not match the pass phrase that you had submitted to Apache2
when you created your private key, the private key will not be decrypted when
Apache? starts resulting in non accessible hosted websites.

7. Next you will create a certificate signing request with the private/public key you have
just created. This command will prompt for a series of things: When prompted enter

the values as follows:

Country Name: US
State or Province Name: New York
Locality Name: New York
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Organization Name: Pace University

Organizational Unit Name: CSIS-IT300

Common Name: www.BadStore.net

Email: Your email address

A challenge password: enter another password that you can remember.

An Optional Company Name: CSIS

A very important step to keep in mind is when filling out the Common Name (CN)
field. The Common Name should match the web address, DNS name or the IP

address you will specify in your Apache configuration. For this lab example the

Common Name that we will be using is www.BadStore.net

Otherwise to create the Certificate Signing Request, run the following command at
the terminal prompt, making sure you are still in the /etc/apache2/ssl directory.

sudo openss| req -new -key server.key -out server.csr

You will be prompted to enter your private key passphrase. You will also be
prompted to enter the values which were addressed above.

You may run command Is in the ssl directory to see a file called server.csr when you
are finished. This is your certificate signing request.

8. Now you will create your self-signed certificate. Make sure you are still in the

Jetcfapache2lsd direcory.

The certificate signing request (CSR) has to be signed by a Certificate Authority
(CA). For testing purpose, we will not ask a commercial CA (such as Verisign) to
sign our certificate but sign the CSR by ourselves, which is called self-signing. In this

case, we are our own CA.

The following command will create a self signed certificate that will last for 365

cys.


http://www.badstore.net/
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sudo openssl X509 -req| -days 365 -in server.csr signkey server key -
outserver.crt

The command will prompt you to enter your private key passphrase. Once you enter
the correct passphrase, your certificate will be created and it will be stored in the

server.crt file

The above command, took the certificate signing request, plus your private key in
order to make your self-signed certificate.

9. Run command Is in the /etc/apache2/ssl directory and you will see server.crt,
server.csr, and server key.

10. You have just created your very own self-signed certificate.
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Exercise 12: Configuring Apache2 with BadStore.net

1. In the ssl folder under the Apache2 directory, there should exist three files, server.crt,
server.csr and server.key. Make sure these files reside in this directory for the next
steps to be successful.

2. Enable the SSL module for Apache?2

sudoaZenmod sl

** To disable the SSL module for Apache2, the command is sudo a2dismod ssl **
3. A restart of Apache?2 is required for the SSL module to be effective.
sudo/etc/initd/apache? restart

Apache should restart with no errors.
4. Creation of a virtual host for the secured BadStore.net website is necessary so that
when the FQDM is entered into a web browser, the secured BadStore.net website will
be available at that address. Start by copying the default template which will be

modified in the following steps.

sudo op/etclapache2kites-available/default fetc/apache/sites-
availableAmwy.badstorenet

The template copy is now named www.badstore.net and is located in the

[etc/apache2/sites-available/ directory.

5. Edit the content of the template copy. This is a very important step. Make sure it is

modified correctly.

sudo gediit/etc/apache2fsites-availableAmwwvibadstore net

Change the VirtualHost port from 80 to 443. The first line of the file will look like the

following:
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<VirtualHost *:443>

Next declare the server name and the fully qualified domain name plus the HTTPS

port number after the ServerAdmin line.
ServerNamewwwv.badstorenet:443

Change the DocumentRoot to point to the badstore web directory (setup of the
badstore directory will be explained later in this document).

DocurmentRoot AVarimwwvibadsiore
Also change the <Directory Avarimwwi/> to reflect the badstore web directory.

<Directory Mariwwvhbedstore>

In the line before ErrorLog /var/log/apache2/error.log, you will enter these values

SSLEnNgine On
SSL CertificateFile /etc/apache2/sslisenver.crt
SSL CertificateKeyFile /etc/apache2/ssliserver key

These entries tell the virtual host where the SSL certificate and key are located and to
turm on SSL.

6 Save the file.
7 Enable the website.
sudo a2ensitevwwybadstorenet


http://www.badstore.net:443/
http://www.badstore.net/
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8 Edit the /etc/hosts file to resolve the www.badstore.net website to
127.0.0.1 since the website is hosted locally.

sudogeditetohests

Find the line that begins with 127.0.0.1, replace localhost text at the end and in its
place enter www.badstore.net.

9  Savethe file and exit gedit. You have just configured SSL on

www.badstore.net, a local Apache web server.



http://www.badstore.net/
http://www.badstore.net/
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Exercise 13: Running a Secure \Web Senver
1. All the web server settings are contained in the Apache2 server configuration files.

For simplicity, the configuration files have already been modified for you. If you
have correctly followed the directions for generating SSL certificates, everything will

work correctly.

2. You need to restart Apaceh?2 for the SSL certificate settings to take effect. Run
command:

sudo/etfinitd/iapache? restart
If everything is correct, Apache2 will restart and give you an [OK ] message.
3. Open Firefox and visit http://localhost you should be greeted with a message that
Sates "t Works!'

4, In your browser, visit the following URL https:/mww.badstore.net
5. VERY IMPORTANT: The beginning of the URL is HTTPS not HTTP

Firefox will display a message stating This Connection is Untrusted due to the
certificate that is used. In Firefox, The certificate is not trusted because it is self-
signed. We will accept the certificate anyway and add an exception.

o Clickthe | Understand the Risks link.

o Click the Add Exception button.

o Click the Get Certificate button.

You can click the View button to see the self-signed certificate that you have created.

Make sure the Permanently store this exception checkbox is selected and click the
Confirm Security Exception button.

6. Take a screenshot of the secured web page and paste it below.

7. Do you see a silver lock on the lower right corner of the browser window?


http://localhost/
http://www.badstore.net/
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Question 21: Double-click on the silver lock. Click on the View Certificate

button. What is the validation period of this certificate?

Question 22: Click on the Details tab. Who is the issuer of this certificate?

Question 23: What is the functionality of the certificate during web communication

between the browser and your web server?

[Note: You will see the same silver lock when you check out your purchase on
Amazon.com or other secure web servers. Double-click on the silver lock next time when

you shop online and take a look at their certificates]

Exercise 14: Turn off Linux VM

1. Close all the browsers and terminal windows on the VM.
2. Turn off the Linux VM by clicking on the power button on the upper-right corner.
3. This VM is used by all exercises in the SWEET teaching modules. Please keep it on your

computer for all the exercises.
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Windows 2008 Server and Active Directory
1 First we are going to add some OU's (organizational units) for Engineering,
Marketing, Programing, Management and Sales. Go to VM at the top of your screen and
send CTRL ALT DEL to log in, Username = Administrator Password = Password02 (it is
case sensitive) Go to Start [J Administration Tools [J Active Directory Users and
Computers

iz Active Directory Sites ard Senvices

7P ADSI Edt
%. Component Services nA
A« Computer Management
= Data Sources (ODEC)
& Event Viewer
& Gou Poiicy Management
1 &, 5CS! Intator
" | — Ty Local Searity Policy
7 "w| Memory Disgnostics Too! |
@ Reiability and Performance Monitor

~ Admiistrator ) Searity Corfiguration Wizard
\[ Wincows Update b Server Manzget
(=) Intemet Explorer — e
g 'yi Share and Storage Management
] Notepad e "t Storage Expirer
i Netuork System Configraton |
() TaskScheduer

@ Windows Firewal with Adverced Security
& Windows PovverShel Modues
Admnisirative Tooks ’ & Wincows Ser ver Backup

~ Roles: Lof 13instalel
Help and Suppart

£ LastRefresh: 2/22/2012 11

» Al Programs
fstort scorc S @ | ) |'|
anacer

[(Sar | mma | Lseen

Next we want to expand the CyberCamp.com Domain and a new OU

i
File Acton View Help
e A A =N EREET e N A
] Active Directory Users and Comput | Neme [ Type [ Description |
[ (] Savec Queries — Bultn buithDoman
=R m Delegate Control... Contaher Default contaier for upgr...
B (2 Bt g t.. Orgenzatonel... Default container for dom...
— Comt change Domain... ur... Contaner Default contaier for seau...
:*: L E"" Changz= Domain Ceniroller. .. Container Default contaher for upgr ...
# are
= Usel Rase doman functional level...
Opzratons Masters...
oo
All Tasks »  Contact
Group
o InetDroPerscn
Refrash MSVQ Queue Alias
et
o Printer
¥ User
Heb Shared Falder
K I—| |
|Create a new object...
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Type in the OU's name and click OK.

New Object - Organizational Unit ﬁl

i} Create in:  CyberCamp.com/

Name:

IEngineering|

¥ Protect container from accidental deletion

Do this for all OU's Engineering, Marketing, Programming, Management and Sales.
Next we need to add users to these OU's.

Right click in the right window and go to new [] user

B Active Directory Users and Computers i =10l x|
File Action View Help
ke J el el M= N TENERER] 7 Nos N =
: Active Directory Users and Comput | Name I Type | Description |
_1 Saved Queries ) o
B g CyberCamp.com There are no items to show in this view.
] Builtin
| Computers
= Domain Controllers
| ForeignSecurityPrincipals
] users
2] Sales
[Z | Engineering
2| Marketing
3™ t
= anagemen Delegate Control...
2 | Programing
Move...
Find...
conpute
All Tasks »|  Contact
Group
i InetOrgPerson
View b MSMQ Queue Alias
o= : - QOrganizational Unit
: ange Icons Printer
i
Properties Shared Folder
Help |
K I i
[create a new object. .. |
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We will use a simple naming scheme SalesUser1, SalesUser2 and SalesManager do this for

all
OUs (Engineering, Programing, etc.)

!
New Object - User

5 Createin: CyberCamp.com/Sales

X

First name: I Initizls: I
Last name: IUsar1
Full name: ISaIes Userl
User logon name:
ISaIe Userl I @CyberCamp.com j
User logon name (pre-Windows 2000):
|CYBEHCAMP\ ISaIeUseﬂ
< Back Nead > Cancel

Next for the password we will be using the password you should NEVER use in a non-lab

environment, PasswordO1.

New Object - User 1

1 Createin: CyberCamp.com/Sales
3 vb

|

Password:

Confirm password:

¥ User must change password at next logon
™ User cannet change password

[ Password never expires

I Accourt is disabled

< Back I Next>|

Cancel

Create a Sales User 2 and Sales Manager, now do the same for the Marketing Engineering and

Programing OU's. Afterwards your AD should look like this.



g
Fle Acton View Help
¢ 1@ 40 XDo=HaE3euTa%
EF=] CyberCamp.com || name | Type | Description
‘_l Builtin E;Sales Manager User
| Computers g,Sales User1 User
2| Domain Controllers & Sales User2 Usar
(2] Engineering
| ForeignSecurityPrincipal
27 Management
21 Marketing
:_1 Programing
4] | > 14| | |
|
B Active Directory Users and Computers ol x|
Fle Acton View Help
€2 (7@ {0 XHc> BHE B Ta%
EF=] CyberCamp.com || name | Type | Description
‘_l Builtin 5 Programing Manager User
_I Computers 3) Programing User 1 User
_:_1 Domain Controllers & Programing User2 User
(2] Engineering
| ForeignSecurityPrincipal
27 Management
21 Marketing
@] sales v
4] | > 14| | |
| |
RETT
File Acton View Help
e HE| 40 XD = HBHA385T2%
= §§ C}_(berCamp.com ;l Name | Type I Descripion
| Bultn Marketing Manager User
| Computers %, marketing User1 User
2 | Domain Controllers E‘ Marketing User2 ilser
2| Engineering
| ForeignSecurityPrincipal
2| Management
=] Programing
2| Sales -
4| | » 4| | |

I I
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Next we are going to set up 2 groups to add our users to. Groups are a great way of setting
permissions for many users at once instead of setting permissions for each user individually.
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Let's start by going to our manager OU and adding a Manager group. For now we can leave the

group as a global security group.

Mew Object - Group ) x|

% Createin: CyberCamp.com/Management

Group name:

I Managers|

Group name (pre-Windows 2000):

I Managers

Groupscope | [~ Group type
" Domain local & Security
{s Global {" Distribution
" Universal

I OK I Cancel |

After we have created our new group we need to add our managers to this group. Right click on
the new group and click properties, then move to the Members tab.

General  Members |Metrber0f| Managed By |

Members:
Name | Active Directory Domain Services Folder

Add... | Hemove |

I 0K | Cancel | £ppl |

Click on Add. .. Tnthe new box type the name of the manager you want to add, we will do this
for Managers, Programming, Engineering, Marketing and Sales.




Select this object type:
|Use|s. Groups. or Other objects Object Types...
From this location:

|CyberCarrp.com Locations... |

Enter the object names to select (examples):
Sales Manager Check Names

Advanced... QK Cancel l
A

I'ype Sales Manager and cClick check Names

Select this object type:

IUsers, Groups, or Other objects Object Types... I
From this location:

ICyberCa'np com Locations... |
Enterthe object names to select (examples):

Sales Manaager (SalesManaaer@CyberCamp .com) Check Names |
Advanced.. | [ ok | coneer |

4
You can see that it will pick the correct manager

‘General Members |MenberOf| Managed By |
Members:

Name | Active Directory Domain Services Folder
3,; Engineering ... CyberCamp.com/Engineering

3_, Marketing Ma... CyberCamp.com/Marketing

3} Programing M... CyberCamp.com/Programing

Sales Manager

CyberCamp.com/Sales

ok | cacdl | ooy |

Next click the Member Of tab
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We want our managers to have the permissions needed to manage their users so lets go ahead

and set them to be Server Operators.
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Click Add... then they in Server operators check name and click ok

Select Groups :

Select this object type:
IGmups or Builtin security principals Object Types...

From this location:

2]
_Obiect Typss.. |
ICyberCamp com Locations... |
_Check Names |

Enter the object names to select (sx@mples):
Server Operators Check Names

.ﬂdvanced_..l [ ok | Cancel |

Then click ok again o apply changes.

2. We have already set up a XP machine on the domain. Boot up and log into the SalesUser1
account on the xp machine through the domain to test some GPO's.

[Cltegen veng dedep ernadon

e [ oot ] [wroom. ] [poes=<]

You will be prompted to change the password, let's use Password02



On your server go 1o Stal

£l (24 Domains

4] [+

cam . > >
=] f_‘ Forest: CyberCamp.com

=] _y’fj CyberCamp.com
i/ Default Domain P«
= | Domain Contrcller

AogOnioWmdows
Charge Password
iy \

Dot 1985, 205. I ¥
e Comrrat =

Lsaerare Sakalierd
Log ot

cH Pasmverch

Yo Pasoneed

Corfrnbims Dummvcrct  woss

Administrator tools—>group policy manager

Linked G b Terminal Services

|3 Engreering ..2" ADSIEdt
= Haegenent #. Compenent Services
F 2 Marketrg p
# 27 Programing ﬁ Computer Maragement
# & seles = Data Sources {QDBC)
% (2} Group Policy 0o (3 DHcp
* _ WMIFiters S s
& g Starter GPOs E’ o
B (@ Sites vent Viewer
#9 Grrvin Dali-v Mndslinn 3, Group Policy Management
3 Y &, 5CSI Intiator
,j,& Server Manager 3 o ;
" T Local Secunity Polcy
o 7 [w] Memory Diagnostcs Toal

ﬁ Command Prompt

~ Active Directory Users and Adminsirator -, Seaurity Configuration Wizard
Commners :,'g Server Marager
Documents 7 2
"1/ Windows Update g ees
) OWS
< G 7! Shere and Storegs Management
Ca
._.\) " e 5% Storage Explorer
= Netwerk & system Configuration
ijmd ——————— (") TaskScheduler
’ Control Panel @ Wirdows Frewall with Advancad Searity
2 wirdows Powershell Mcdukes
e [
Heb and Support
¥

2 AllPrograms

S Actve Directory Domars and Trusts
Ep} Active Directory Sites and Services
Active Diractory Ussrs and Computers

@ Reliabiity and Performance Moritor
h

3

bs: 3 of 13 installed

rach: 2/28/2012 12:24:45PM  Configure refresh

2] Gml a |,|

Right click on Sales and choose to create a new GPO under this domain.
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ooty anasement N -
4 Fle Acion View Uindow Hep ISETES
e FmaRE | HE

3 Group Policy Management Sales
Bl 4\ Forest: CyberCamp.com 2 S
£1 R Dornains Linked Group Policy Dtjects | Groun Poloy hhattzncs | Dslegation |
B 2 CyberCarp.con Uik Order =~ | GPO

Erforced | Link Enabled | GPO Status | WMI Fiter | Modfied | Domain
4 Default Domain &1

18 (2| Comain Controler
¥ 2] Engneering
21 Manogement
13 2] Marketng
@ =] Programing
8 -';E
@ [ Group Poicy Obje
B Ly WL Fiters
3 starter GFOe
) @ Sites
4 Group Policy Medeing
|+ Group Policy Results

d—————— 1

; [
We are going to make it so the sales team can't use the control panel so lets name it No Control
Panel.

Mewcro x|
Name:
INo Cortrol Panel

Source Starter GPO:

I(none) j
ok | cancel |

Hit ok

Now that the GPO has been created we can edit it to block Control Panel, right click > edit

-1oj x|
5 Fe Acton View Widow Help ISETES]

€= | %@ s H

_é Group Policy Management Al|Sales
5] Farest: CyberCamp.com 7 : -
%,goamams Linked Group Policy Otiects | Group Pelcy Inhertance | Delsgation |
=2 ‘i‘; CyberCamp.com Lk Oleri = GPO P
5] Default Domai e — 2
= Domain Contre¢
Engineering
Menagement
" Marketng
i Programing
| Saes
=i/ No Contro
"= Group Policy C—
[ WMI Fiters
5] Starter GPOs
[ | Sites s

4| I »

Enzbled

vl‘]r;.‘ D T et

" None

[,

" @
(5}

m= @A
[ ) [

W&

| [ |
We need to expand (the + symbol) Policys - Administrative Templates - Control Panel
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B Group Policy Management Editor 7 =10 x|
File Acton View Help
e | Mmlz | BHE| T
(=] No Control Panel [ADW2K3.CYE 4 | ™ IR R [ 0o |
= ¢l Computer Confguration
& Policies Select an item to view its description. Semng I State I Comment
B [ Preferences _ Add or Remove Programs
B 4 User Configuration Display
B [ Polides =
. _ Printers
# | Software Settings Programs
# [ Windows Settings = og 5
B ] Administrative Tems __ Regional and Language Options
EI_ “| Control Panel |i= Hide spedified Control Panel items Not configured No
= = Desktop | Force dassic Control Panzl view Not configured No
@ [ Network iz Prohibit access to the Control Panel Not configured No
“ Shared Folders — |i= Show only specified Control Panel items Not configured No
~| Start Menu and
@ [] System
[ (] Wirdows COTI_'] 4 | |
< | > Extenced A Standard /
[4setting(s) | |

Right click Prohibit Acces to the Control Panel and go to Properties. From here click enable and

Prohibit access to the Control Panel Properties l' ll

Setting | Explain | Comment |

[==! Prohibit access to the Control Panel

it Confiired
o
" Disabled

Suppotedon: At least Microsoft Windows 2000
Previous Setting | Next Setting |

oK | Concdl | ooy |

Now go back to our xp machine and you can see Control panel in the start menu, should be able
to use it. This is because your group policies need updated so go to start [ Irun and type cmd.
When the command prompt opens type cd c:\ gpupdate fforce.

This updates the group policies so the control panel is restricted when you click on it.

Partial support for this work was provided by the National Science Foundation's Advanced Technological Education
(ATE) program under Award No. 1104192. Any opinions, findings, and conclusions or recommendations expressed in
this material are those of the author(s) and do not necessarily reflect the views of the National Science Foundation.




